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METHOD AND APPARATUS FOR PUBLISHING AND SYNCHRONIZING 
SELECTED USER INFORMATION OVER A NETWORK 



The present application claims the benefit of the filing dates of U.S. 
provisional applications nos. 60/132,560 and 60/162,499, filed May 5, 1999 and 
October 29, 1999, respectively. 

FIELD OF THE INVENTION 

The present invention relates generally to the field of personal 
information management and, more specifically, to the publication and 
synchronization of personal information, such as contact and address 
information, between multiple users connected to a network,such as the 
Internet. 

R A rKCiROUN 1 "* ^ TT-TF INVENTION 

With the increasing movement towards the maintenance of personal 
information, such as personal address, contact and calendar information on 
personal computers (PCs) and Personal Digital Assistance (PDAs), the need to 
maintain multiple, synchronized copies of such personal information has 
increased. For example, a particular user may require his or her personal 
information to be stored on, and accessible from, a personal computer in the 
home environment, a personal computer in the work environment and a 
portable PDA that the user carries on his or her person. A user may also 
maintain a back-up copy of personal information on a diskette or at a remote 
location accessible via a network. For example, the company ©Backup 
Corporation of San Diego, Calif omia, (www.backup.com) provides the ability 
for a user to back-up a PC, which may store personal information, over the 
Internet. 

Where a user has multiple devices each storing a local copy of personal 
information, it is desirable that all copies of the personal information stored on 
the various devices can be synchronized in an easy and convenient manner, as 
the management and maintenance of multiple copies of the personal 
information would otherwise become cumbersome. To this end, a number of 
software products are available that synchronize personal information stored 
by, for example, a Personal Information Manager (PIM) application resident on 
a computer system and a PDA. Specifically, Puma Technology, Inc. of San Jose, 
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California, deve.oped and markets .he Intellisync software products that 
facilitate synchronization of personal information between a PDA (e.g.. the 
Palm PDAMnanufactured by 3Com Corporation of Santa Clara, Cahforn.a, or 
,he numerous PDAs that operate under the Windows CE operabng ; 
developed by Microsoft Corporation of Redmond, Washmg on) and PC-based 
PIMs (e.g., Outlook developed by Microsoft Corporation or Lotus Notes 
debuted by .nternationa, Business Machines of Armonk. New York,. The 
mtellisync software typical.y requires that the PDA be connected to the 
computer system hosting the PIM, with synchronization between the local 
. copies of the personal information being performed via a direct connechon 
between the computer system and the PDA. 

A recent service provided on the Interne, is the storage and maintenance 
of personal information on a server, accessible via the Internet. A leadmg 
provider of such a service is P.anetAU.com (www.p.anetaU.com) that a. ows a 
user to store personal information a. a remote server, and to then have the 
user's personal information automatically included in the on-hne address 
books of other users of the relevant service. This system is advantageous m 
,ha. the owner of the personal information is responsible for prance 

stored on the server, change the information that ,s v.ewable m the address 
books of other users of the service. PlaneUll.com furthermore provides the 
abilitv to synchronize personal information maintamed wthrn a PIM (e.g., 
M^Ift Outlook) with the personal information stored on the remote serve, 
To this end, Intellisync for PlanetAll.com, developed by Puma Technology, 
Incorporated, is downloadable from the PlanetAU web site. 

A number of web portals (e.g., Yahoo! Of Santa Clara, Cahfonua and 
Excite Incorporated of Redwood City, California) have incorporated address 
b Z and cLdering features into the series provided by these porals. For 
example, Yahoo! Incorporated provides Yahoo! Address Book, Yahoo! 
Calendar and Yahoo! To Do List services utilizing which a user can , stor . 
address, calendar and to do information on a remote server °P^"^ 
Incorporated. These web portals further offer synchrordzabon softw* for free 
download from their respective web sites, mis s ^ 0 ™^ , ored 
providing the capability to synchronize copies of peKonal 'l^, 
on PDAs PIMs and the remote server operated by the web portal. Both Yahoo. 
mcorporatedandExdteCorporauonoffertheT^ 
sof tware developed by Starfish. Incorporated of Scotts Valley, Cahforrua. 
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Finally, eCode.com, Incorporated, offers web-based "business cards", 
whereby an "eCode" alias may be communicated to people, the alias being 
associated with personal information that has been accessible by the recipient 
of the alias from the web site operated by eCode.com, Inc. (www.ecode.com). 

.SUMMARY OF THE INVENTION 

According to a first aspect of the present invention, there is provided a 
method that includes storing a set of fields of information concerning a 
publishing user. The selection of a first sub-set of the fields of the information 
is recorded, the first sub-set being selected from the set of fields of the 
information concerning the publishing user. Designation of the first sub-set to 
be published to a target user is recorded. A data structure of the target user is 
populated with the first sub-set of the information. 

According to a second aspect of the present invention there is provided 
a method that includes the storing of a set of fields of personal information 
concerning a publisher. A plurality of virtual personal information cards are 
constructed, each personal information card comprising a sub-set of the fields 
of personal information concerning the publisher. A selection of the virtual 
personal information cards, from the plurality of virtual personal information 
cards, is recorded for publication to multiple recipients. 

Other features of the present invention will be apparent from the 
accompanying drawings and from the detailed description which follows. 

BRIEF DESCRIPTION OF THF. DRAWINGS 

The present invention is illustrated by way of example and not 
limitation in the figures of the accompanying drawings, in which like 
references indicate similar elements and in which: 

Figure 1 is a block diagram illustrating a network environment in which 
an exemplary embodiment of the present invention may be implemented. 

Figure 2 is a block diagram illustrating architectural detaUs of an 
exemplary embodiment of a client services module of a client application, 
according to the present application. 

Figure 3 is a diagrammatic representation of communications between 
an exemplary client application and an application server. 

-3- 
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Figure 4 is a diagrammatic representation of a set of personal 
information fields, a number of which are selected to constitute a selection of 
virtual cards, according to an exemplary embodiment of the present invention. 

Figure 5 provides a diagrammatic representation of data structures 
containing information regarding a particular user, and a contact of that user, 
according to an exemplary embodiment. 

Figure 6 is a diagrammatic representation of an exemplary database 
structure that may be utilized to implement a server database. 

Figure 7 is a diagrammatic representation of an exemplary local 
database structure that may be maintained by a client application. 

Figure 8 illustrates an exemplary user interface to a personal 
information management application. 

Figures 9A - 9D illustrate various displays that may be presented within 
a details information panel (a right panel) within the user interface illustrated 
in Figure 8. 

Figure 10A illustrates an exemplary persistent panel into which search 
text may be inputted. 

Figure 10B illustrates an exemplary options interface that may be 
utilized to specify, inter alia, search options facilitated by the interface 
illustrated in Figure 8. 

Figure 11 is a flow chart illustrating an exemplary method of storing a 
set of fields of personal information, and recording user selection of a sub-set of 
these fields as a first information category to be published as a virtual business 
card or the like. 

Figure 12 illustrates an exemplary information dialog block by which a 
user may input and specify personal information. ^ 
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Figure 13 is an exemplary sound object window that may facilitate the 
recording of a digital audio recording to be included within the personal 
information of a publishing user. 

Figure 14 illustrates an exemplary cards window that provides a list of 
virtual cards (e.g., varying sub-sets of personal information) that have been 
defined by a publishing user. 

Figures 15A - 15C illustrate various windows that may be displayed to 
assist in the inputting of new information and the exercising of privacy control 
regarding newly inputted user information that is inputted by a publishing 



user. 



Figure 16 is a flow chart illustrating an exemplary method of publishing 
a selection of personal information from a publishing user to a receiving user. 

Figures 17 - 19 illustrate a collection of dialog blockes, or windows, that 
may be presented to a user to facilitate a change in the virtual card that is 
assigned to a specific target (or receiving) user. 

Figure 20 illustrates an exemplary permissions panel that provides 
information regarding a virtual card, or virtual cards, that have been published 
to a specific target user. 

Figure 21 illustrates a table showing exemplary icons that may be used 
to indicate pending messages to a user of a personal information management 
application. 

Figures 22A - 22C, and 23 A -23D provide various examples -of messages 
that may be provided to a user of a personal information management 
application by that application. 

Figure 24 illustrates an exemplary dialog block utilizing which a user 
may implement a filter mechanism with respect to messages that are displayed 
within an incoming messages dialog block. 
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Figure 25 is a flow chart illustrating an exemplary method of displaying 
fields of personal information concerning a user in a manner so as to 
distinguish the personal information that is published and updateable by the 
first user from personal information that is inputted and updateable by a 
second user. 

Figure 26 illustrates an exemplary contact window that may be 
generated to display personal information (e.g., contact information) regarding 
a target user. 

Figure 27 is a flow chart illustrating an exemplary method of generating 
a list, or history, of updates to a specific information field of specific personal 
information. 

Figure 28 illustrates an exemplary update window showing a 
constructive list of update records. 

Figure 29 is a flow chart illustrating an exemplary method of publishing 
time-variant personal information from a publishing user to a target user. 

Figure 30 is a flow chart illustrating an exemplary method of retrieving 
on-line, and possibly real-time or near-real-time information, pertaining to a 
contact utilizing personal information that is stored in a local database or a 
server database. 

Figure 31 is a flow chart illustrating an exemplary method of including 
audio and/or image data within a personal information record, maintained by 
a personal information management application. 

Figure 32 is a block diagram providing a representation of an exemplary 
machine in the form of a computer system that may execute a sequence of 
instructions for performing any of the methodologies discussed in the present 
application. 

DETAILED DESCRIPTION 

A method and apparatus for publishing and synchronizing selected 
fields of personal information between a publishing user and a target user (or 
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viewing user) are described.. In the following description, for purposes of 
explanation, numerous specific details are set forth in order to provide a 
thorough understanding of the present invention. It will be evident, however, 
to one skilled in the art that the present invention may be practiced without 

these specific details. 

For the purposes of the present specification, the term personal 
information" shall be taken to include, but not be limited to, address or contact 
information, calendar information, to do list information, financial information 
(e g., credit card numbers), medical information or any other information 
specific to, and associated with, an individual or organization. 

Architecture 

Figure 1 is a block diagram illustrating a network environment 10 
within which an exemplary embodiment of the present invention may be 
implemented. The network environment 10 is shown to include multiple client 
machines 12 that are coupled via a network 14 (e.g., the Internet) to a server 
farm 16. Each client machine 12 may host a client application 18, according to 
an exemplary embodiment of the present invention, that functions as a 
Personal Information Manager (PIM) and is responsible for the storage, 
publishing and synchronization of personal information concerning, for 
example, a user of the client machine. Each client machine 12 may be a 
personal computer (PC), a Personal Digital Assistant (PDA) or any other 
machine capable of being coupled to a network and executing the client 

application ^ ^ ^ furthermore shown to host a browser 20, such 

as the Internet Explorer browser developed by Microsoft Corporation, or the 
Netscape Navigator or Communicator browser developed by Netscape 
Communications, Incorporated of Mountain View, California. The client 
machine 12 may furthermore host a PIM 22, which may either be a stand-alone 
application (e.g., Microsoft Outlook) or part of a group-ware ^^*\ 
LoLNotes).manalteman^^ 

application 18 maybe Int^ with ^ ^th» ^ ^ 

or may itself may constitute a full-function PIM, and thus obviate the need for 

any further PIM 22. . 

The client application 18 is constituted by a front-end Graphical User 
Interface (GUI) 24 that, in an exemplary embodiment of the invention, may 
present a Windows® user interface where the client machine 12 is operated 
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under a Windows 95/98/NT operating system developed by Microsoft 
Corporation. The GUI 24 will be described in further detail below, and 
provides a number of dialog blockes, information displays and interfaces for 
facilitating the convenient viewing, accessing, publishing and synchronization 
of personal information. The GUI 24 receives data from a client services 
module 26, which is accessed using Microsoft COM/DCOM technology. 

The client services module 26 provides data services to both the GUI 24 
and a local database 30. The client services module 26 is furthermore 
responsible for executing accesses to the local database 30 within which 
personal information regarding, for example, a user of the client machine 12 
may be maintained. Specifically, the client services module 26 is responsible 
for the integrity and locking of the local database 30. In an exemplary 
embodiment, the local database 30 comprises a lightweight object-oriented 
database developed by ObjectStore. 

Components of the client services module 26 (including a 
synchronization engine 28) are responsible for synchronizing information 
maintained in the local database 30 with information maintained on a remote 
database accessible via the network 14 as will be described in further detail 
below. The client services module 26 communicates via a Secure Socket Layer 
(SSL) stack 27 over the network 14. Optionally, the client services module 26 
also has the capability to synchronize with third party components hosted on, 
or coupled to, the client machine 12. For example, the client services module 26 
may, via the synchronization engine 28, synchronize with the personal 
information module (PIM) 22 (e.g., Microsoft Outlook or the Palm Desktop) or 
with a Personal Digital Assistant (PDA) 32 (e.g., the Palm Pilot by 3Com 
Corporation or any Windows CE device). 

As discussed above, the client services module 26 operates to 
synchronize the local database 30 with a remote database, such as a server 
database 34 maintained within the server farm 16. The server faring is 
coupled to the network 14, and receives and transmits communications via a 
firewall 36, provided by a server farm provider, that implements well-know 

security features. 

A resonate dispatch 38 may be hosted on a pair of Sun Ultra-SPARC 
machines, from Sun Microsystems of Mountain View, California. The resonate 
dispatch 38 performs load balancing operations between multiple machines on 
which an application server 40 and a web server 42 are hosted. In an 
exemplary embodiment, both the application server 40 and the web server 42 

-8- 
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may be hosted on a single Sun 450 machine from Sun Microsystems. The 
application server 40 may be developed utilizing Java technology developed by 
Sun Microsystems, and serve both the client services module 26 of the client 
application 18 on the client machine 12, and the web server 42. The application 
server 40 includes logic that allows a user, accessing the application server 40 
via a client machine 12, to access only information for which the user has been 
granted permission. The application server 40 is furthermore responsible for 
sending personal information updates to the client services module 26 so as to 
synchronize the local database 30 with a specific subset of information 
maintained within the server da tabase 34. 

The web server 42 communicates with the resonant dispatch 38 via a 
SSL gateway 39 that encapsulates and unencapsulates Hypertext Transport 
Protocol (HTTP) communications issued from and to be received at the web 
server 42. The web server 42 may also be developed utilizing Java technology, 
and take advantage of the " Just In Time" (JIT) compiler and Sun Servlets. The 
application and web servers 42 and 40 provide full access to permitted data 
within the database 34 to a user of a remote client machine 12 by the browser 
20. The application and web servers 42 and 40 further allow access to 
permitted data within.the database 34 from any platform what provides web- 
browsing capabilities (e.g., client machines 12 operating under the Unix, 
Macintosh or Windows operating systems). 

A Database Management System (DBMS) (also known as a data-mining 
server) 44 executes complex queries to the database 34 either when prompted 
or on a scheduled basis. The DBMS 44 may be hosted on a Sun Ultra Enterprise 
4500 machine, while the server database 34 may be implemented using a RAID 
storage device. The server database 34 maintains synchronized copies of the 
local databases 30 that may be implemented on numerous client machines 12 
coupled to the server farm 16, and accordingly the database 34, via the network 
14. The server database 34 also records various permissions with respect to 
personal information by which personal information for a specific User may be 
accessible by, and accordingly published to, multiple other users. In effect, the 
server database 34 facilitates a system whereby, for example, an address book 
of a specific user (i.e., address information that is viewable by the specific user) 
is populated by information supplied and published by multiple other users. 
Accordingly, only a single copy of personal information concerning a specific 
user may exist within the server database 34, but this specific copy is accessible 
to multiple other users to who an owner user has granted access permission. 

-9- 
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Further, the present invention envisages that the single copy of personal 
information for an owner user may be utilized to populate multiple local 
databases 30 maintained upon respective client machines 12. Accordingly, a 
local database 30 on a remote client machine 12 may be largely populated by 
information retrieved from the database 34, and which is maintained by an 
originator of such information. 

Synchronize Hon Enpine and Synchronization Process 

Figure 2 is a block diagram of an embodiment of the client services 
module 26, illustrating further architecture details thereof. The 
synchronization engine 28 is responsible for implementing two different 
synchronization processes, namely (1) a local synchronization operation 
wherein the client application 18, within which the module 26 is included, is 
synchronized with a local PIM 22 or a coupled PDA 32, and a (2) global (or 
remote) synchronization wherein the client application 18 is synchronized with 
the application server 40, and the associated server database 34, via the 
network 14. The synchronization engine 28 furthermore has two modes of 
operation namely (1) an off-line mode wherein the client machine 12 is not 
connected to the network 14 and (2) an on-line mode wherein the client 
machine 12 is connected to the network 14. In the off-line mode, the 
synchronization engine 28 performs only local synchronization operations, 
which may be triggered at predetermined time intervals. Alternatively, a local 
synchronization operation may be triggered from the PIM 22 or from the PDA 
32. When operating in the on-line mode, the synchronization engine 28 
performs both local and global synchronization operations. Again, both these 
local and global synchronization operations may be initiated by the client 
application 18 at regular, periodic intervals, unless a synchronization operation 
is initiated externally, for example, from a PIM 22 or a PDA 32. 

In one embodiment of the present invention, the client application 18 
may detect when the client machine 12 establishes a connection to the network 
14, and trigger a global synchronization operation responsive to the 
establishment of the connection. According to a further embodiment of the 
present invention, a "manual" synchronization operation is offered, whereby a 
user of the client machine 12 will be prompted to initiate a local and/or global 

synchronization operation- 

During a synchronization operation, the GUI 24 interacts with the client 
services module 26 and the synchronization engine 28 to provide a textual and 
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graphic display of the progress of a synchronization operation. For example 
the GUI 24 may provide textual descriptions of operations being performed by 
the synchronization engine 28, and may also provide a progress bar showing 
the percentage of the synchronization operation that is complete, or that 
remains to be completed. 

As illustrated in Figure 2, the client services module 26 includes the 
synchronization engine 28, a synchronization trader (application server) 52, an 
extensible Markup Language (XML) stack 53, and a collection of other 
synchronization traders 54 and 56. The trader 52 is an object that resides in the 
synchronization engine's primary thread and manages all communication and 
interaction between the client application 18 and the application server 40 
Specifically, the synchronization engine 28 polls the application server 40 for 
new messages (e.g., notifications of other user's subscriptions or updates) and 
will furthermore inform the application server 40 of new recruitment requests. 
The synchronization engine 28 manages all timed events for the client 
application 18, including calls to initiate synchronization with the application 
server 40 and database 34, as well as synchronization operations with external 
entities such as the PIM 22 or the PDA 32. The synchronization engine 28 
furthermore includes an interface for communicating with the GUI 24, so as to. 
facilitate the display of messages received from the application server 40, and 
the display of information concerning a synchronization operation. 

The synchronization trader 52 is an object that is created by the 
synchronization engine 28 upon request from the GUI 24, or at specified time 
intervals. The synchronization trader 52 is responsible for managing all 
synchronization between the local database 30, the application server 40 and 
associated remote database 34. The synchronization traders 54 and 56 are 
similarly responsible for managing synchronization between the local database 
30 and external entities such as the PIM 22 and the PDA 32. Each of these 
synchronization sources is represented within the synchronization engme by a 
respective synchronization trader 54 or 56. Each synchronization trader 
handles all data retrieval and update operations to and from the external entity 
(or source) such as the application server 40, the PIM 22 or the PDA 32 

The interfacing of the synchronization engine 28 with the" GUI 24, the 
local database 30, the application server 40 and the PIM 22 will now be 
described. The synchronization engine 28 provides the GUI 24 (or any other 
client) with information from the application server 40. A portion of the 
functionality exported from the synchronization engine 28 is provided by a 
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Server Proxy Dynamic Link Library (DLL), while other functionality is 
provided by the synchronization traders 52, 54 or 56. Specifically, the 
synchronization engine 28 may implement an "automatic upgrade" function 
whereby the synchronization engine 28 automatically queries the application 
server 40 to determine whether an upgraded version of the client application 18 
is available for upload to the client machine 12. The synchronization engine 28 
further implements a "server session" functionality whereby a HTTP/ TCP 
connection is established via the XML stack 53 (and the SSL stack 27) to the 
application server 40, and a number of methods are attempted to prompt the 
application server 40 to match contact information stored within local database 
30 for which no copy exists within the server database 34. The client 
application 18 will then be notified of any matches that occur through messages 
from the application server 40 during a subsequent synchronization operation. 
Also included within the "server session" functionality is a contact match 
method, whereby personal information concerning the user of a specific client 
machine 12 may be published or communicated to further users. 

The synchronization engine 28 may further implement a "message 
queue" functionality whereby pending messages held by the application server 
40 are retrieved for processing and display by the client application 18, and a 

"recruiting" functionality. 

As described above, the synchronization engine 28 manages all 
synchronization between external entities and the client application 18, and to 
this end obtains all updates from the local database 30 and from each of the 
synchronization traders 52, 54 and 56. If no conflicts arise, then both the 
external entity and the client application 18 will be updated with data from the 
other. The synchronization engine 28 will furthermore attempt to reconcile all 
conflicts that occur between data. 

Each synchronization trader 52, 54 and 56 is responsible for exporting 
the database of the external entities that it represents as if it were compiled 
according to the scheme employed for the local database 30. Accordingly, each 
of the synchronization traders 52, 54 and 56 is responsible for performing a 
mapping operation between fields of the local database 30, and a database 
maintained, for example, by the PIM 22 or the PDA 32. Each synchronization 
trader 52, 54 and 56 accesses an interface for updating the synchronization 
trader 52, 54 or 56 regarding any non-standard or user-defined fields that may 
be created within the local database 30. 
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Client-Server Protocol 

The communications that occur between the client application 18 and 
the application server 40 will now be described with reference to Figure 3, 
which provides a diagrammatic representation of communications between 

these two entities. 

The client application 18 encodes information to be sent to the 
application server 40 in extensible Markup Language (XML), and propagates 
an XML stream over HTTP to the application server 40. As described above, 
the HTTP communications may further be encapsulated utilizing SSL to 
provide a higher degree of security. The client application 18 then waits for the 
application server's HTTP response, which is also an XML stream. The XML 
stream received by the client application 18 delivers C++ objects. 

The client application 18 may have the application server 40 execute or 
perform several "functions". For example, the client -application 18 may 
request the application server 40 authenticate a user. The instruction to the 
application server 40 to perform such functions requires that the client 
application 18 communicate several arguments to the application server 40. 
For example, when performing the above-mentioned authentication function, 
the client application 18 communicates a user name and a password to the 
application server 40. The application server 40 then returns a response, in the 
form of an authentication "cookie" in the case of a valid user authentication or 
an exception in the case of a failure. 

Figure 3 illustrates six exemplary functions that the client application 18 
may request of the application server 40. Specifically, the client application 
may request an "authentication" function 60, a "get new contact identity- 
function 62, an "add new user" function 64, a "get new contacts updates" 
function 66, a "put contact updates" function 68 and a "close session" function 
70. Each of the functions commences with a call from the client application 18 
that includes the required arguments, and a response from the application 
server 40 that typically comprises an appropriate "cookie". 

The authentication function 60 requires the application server 40 to 
check and validate a user's login name and password, responsive to which the 
application server 40 returns an authentication cookie to the client application 
18 if the user is authenticated or an exception if the user is not authenticated. 
The client application 18 may then utilize the cookie for other function calls to 
identify the relevant user. 
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The "get new contact identity- function 62 is called by the client 
application 18 when new personal information (e.g., contact information) is 
added to the local database 30 of the client application 18. Responsive to the 
appropriate call, the application server 40 generates a new identification 
number that is then communicated to the client application 18 in a response 

from the application server 40. 

The "add new user" function 64 adds a new user to the application 

server 40, and specifically to the database 34. 

The "get new contacts updates" function 66 retrieves a list of personal 
information update operations that have been performed with respect to 
personal information stored on the database 34 subsequent to a previous 
synchronization operation between the client application 18 and the 
application server 40. To this end, the client application 18 communicates a 
sequence identifier, to be described in further detail below, to the application 
server 40* that performs a look-up of sequence identify numbers subsequent to 
the received sequence identifier to identify data operations that have occurred 
since the previous synchronization operation. The application server 40 then 
responds by communicating messages detailing the updates that have occurred 
to the database 34 with respect to information to which the client application 18 

has permissions. ... » Mt 

The "put contact updates" function 68 is in effect the opposite of the get 

new contacts updates" function 66, with the client application « 
communicating information concerning updates that have occurred with 
respect to the local database 30 to the application server 40. The application 
server 40 will then accordingly update the server database 34 with the received 
information, and propagate a response in the form of a sequence identify to the 
client application 18. It should be noted that a sequence identifier 
communicated from the client application 18 is for a sequence of operations 
with respect to the client application 18, whereas the sequence identifier 
communicated from the application server 40 to the client application 18 is 
with respect to a sequence of operations performed by the application server 

40 ' The "close session" function 70 essentially closes a session that has 
commenced with the performance of the "authentication" function 60, and 
accordingly disables or "kills" the authentication cookie maintained by the 
client application 18 for the current session. 
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Databases anrf Data Structures 

The present invention proposes allowing an owning user to store a 
master set of fields of personal information concerning the owning user, and 
then to designate different combinations and permutations of the fields of 
personal information as sub-sets of personal information. The present 
invention proposes allowing the owning user to publish a selected one or more 
of these sub-sets of personal information to a receiving user. The receiving 
user may then view the published sub-set as personal information, concerning 
the owning user, within a personal information repository (e.g., a PIM) of the 
receiving user. In one embodiment, the receiving user may populate, for 
example, an address book utilizing a sub-set of personal information published 
to the receiving user by the owning user. Each of the published sub-sets of 
personal information concerning the owning user may be viewed as a calling, 
card of the owning user, which may in turn be classified as a personal card, a 
business card or other cards for distribution and publication to multiple 
receiving users. 

Figure 4 is a high level, diagrammatic representation of the above 
described concept. Specifically, a master set 72 of personal information, 
comprising a number of fields 74, is defined, inputted and stored by an owning 
user. The input and storage of the master set 72 may, for example, be 
performed by a user via the client application 18, wherein the information is 
inputted via the GUI 24 and stored by the client services module 26 within the 
local database 30. The various fields 74 of personal information may include 
name, address, telephone, fax, e-mail, date, job title, work organization, 
medical, financial, family, interest, membership or any other personal 
information concerning the owning user. 

The owning user may then record the designation of sub-sets of the 
information fields 74 as constituting respective virtual cards 78. By designating 
different sub-sets of fields 74 of the master set 72 as different cards, or 
collections of fields, the owning user can define a collection 76 of virtual cards 
78. For example, the owning user may define a first personal card that includes 
only a sub-set of information fields 74 that the owning user is willing to 
communicate to family members. The personal virtual card 78 may thus be 
designated as a "family" card. The owning user may then designate a second 
sub-set of information fields 74 as a "friends" virtual card 78, the relevant sub- 
set of information fields 74 comprising information that the owning user 
wishes to publish to friends. The owning user may then define a "business" 
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virtual card 78 that encompasses a sub-set of information fields 74 that are 
appropriatefor communication to a business client, colleague or associate. 

Having then defined the collection 76 of virtual cards 78, the owning 
user may record the selection of one or more cards for publication to a selected 
receiving user (or subscriber). For example, the owning user may select the 
"family" virtual card 78 for publication to one or more family members, 
whereas the "business" virtual card 78 may be selected for publication to a 
number of business customers of the owning.user. 

Following the selection of predetermined "virtual" cards for publication 
to the receiving users, the sub-sets of fields 74 of personal information of the 
owning user are then published to respective receiving users in accordance 
with the selection of the appropriate virtual card. The operation of publishing 
the information to the receiving users may occur in a number of ways. An 
underlying premise is that the receiving user is granted permission to access 
the sub-set of fields 74 of personal information of the owning user embodied 
within the virtual card selected for publication to the receiving user. The 
access, by the receiving user, responsive to the granting of permission of access 
may occur in a number of ways. First, in a web-based system, a single remote 
database, such as the server database 34, may be maintained, with the receiving 
user being granted permission to view the sub-set of information fields 74 
contained within the published virtual card as part of the receiving user's 
address book. In this case, only a single copy of at least the sub-set of personal 
information fields needs to be maintained on the server database 34. 

In an alternative embodiment, the personal information of the owning 
user embodied in the published virtual card 78 may be utilized to publish a 
dedicated database of personal information that is accessible and owned by the 
receiving user. The dedicated database of personal information owned by the 
receiving user may, in one embodiment, be populated partially, or completely, 
by sub-sets of personal information (e.g., virtual cards) to which the receiving 
user has been granted access. The dedicated database may be maintained on a 
remote server or, as is the case in the network environment 10 illustrated m 
Figure 1, be maintained on a client machine 12 as the local database 30. In this 
case the local database 30 is required to be periodically synchronized with the 
information that is published to the relevant receiving user within the server 
database 34. 

In yet a further embodiment of the present invention, the server 
database 34 may be excluded from the publication operation, and a sub-set of 
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personal information of a publishing user, maintained on a local database 30 of 
a first client machine 12, may be accessed by, or published to, a client 
application 18 residing on a further client machine 12 to either populate a local 
database 30 maintained on that further client machine 12, or to be viewed by an 
application hosted on that further client machine 12. In this situation, the local 
database 30 on the client machine 12 of the publishing user would in effect be 
functioning as a server database. 

In light of the above, it will be appreciated that the network 
environment 10 illustrated in Figure 1, where local databases 30 maintained on 
different client machines 12 are synchronized via a server database 34 is merely 
one exemplary system by which the present invention may be implemented. 

Referring again to the master set 72 of information fields 74 shown in 
Figure 4, it will be noted that a specific sub-set of information fields 74 is 
designated as default fields 80. The publishing user may designate certain 
information fields 74 as default fields 80, in which case such default fields may 
automatically be included within sub-sets of information fields allocated as 
comprising virtual cards 78 of a particular type. This is indicated in Figure 4, 
with the default fields 80 being included in each of the virtual cards 78 in the 
collection 76. A number of sets of default fields 80 may be defined for different 

virtual card types. 

Dealing now with the exemplary embodiment of the present invention 
where a local database 30 of a client application 18 is maintained on a client 
machine 12, Figure 5 provides an exemplary and high-level representation of 
information that may populate the local database 30. Specifically, the local 
database 30 may include the master set 72 of information fields 74 concerning 
the owner of the local database (e.g., the publishing or owning user) of which 
certain fields 74 may be designated as default fields 80. In addition to the 
master set 72 of information concerning the owner user, the local database 30 
may contain personal information concerning a non-owning user (hereinafter 
referred to as a "contact"). This information is illustrated in Figured as a set of 
contact information 82. The contact information 82 within the local database 30 
is shown to comprise both a sub-set of published fields 84 and a further sub-set 
of unpublished fields 86. The sub-set of published fields 84 may be populated 
by ^formation communicated to the client application 18 by the contact, for 
example in the form of a virtual card 78 shown in Figure 4. Accordingly, the 
contact, that is the publishing user with respect to the sub-set of published 
fields 84, generated the information that populates these published fields 84. 
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On the other hand, the sub-set of unpublished fields 86 is populated by 
information that may optionally be inputted into the local database 30 by the 
owner user. For example, the owner user may wish to record personal 
comments or information regarding the relevant contact. To this end, the 
owner user may wish to record a date at which the owner user last met the 
contact, and various circumstances of the meeting. This information would 
typically not be published by the relevant contact, but would be inputted and 
stored in the set of unpublished fields 86. 

In summary, an exemplary local database 30 maintained by client 
application 18 and hosted on a client machine 12 may contain both owner user 
information (i.e., the master set 72 of information fields 74) and a number of 
sets of contact information 82. Each set of contact information 82 may in rum 
constitute a sub-set of published fields 84 and a further sub-set of unpublished 
fields 86. 

Dealing now with the sub-set of published fields 84, in the case where 
the sub-set of published fields 84 is maintained in a local database 30, it is 
required that the information contained in these fields be periodically updated 
to conform to the information contained in corresponding fields of a master set 
72 of personal information fields 74 maintained by the contact. This 
conforming operation is performed by periodically republishing the 
information from the source master set 72 to the sub-set of published fields 84. 

In the exemplary embodiment of the present invention where local 
databases 30 are not maintained, and the sole information depository is the 
server database 34, the set of contact information 82 shown in Figure 5 may be 
implemented as a permitted view, presented to a first user, of a selected sub-set 
of information fields 74 of a master set 72 of personal information of a second 
user. In this case, the second user is enabled to define the view of his or her 
information presented to the first user by assigning a specific and predefined 
virtual card 78 to the first user. 

Figure 6 is a diagrammatic representation of an exemplary database 
structure 90 that may be utilized to implement the server database 34 for an 
exemplary embodiment of the present invention. However, the database 
structure 90 may be implemented in either a server database 34 or a local 
database 30. In an exemplary embodiment of the present invention, the 
database structure 90 shown in Figure 6 is implemented within the server 
database 34, whereas a simplified database structure (described below) is 
implemented within each local database 30. 
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The database structure 90 is shown to include a number of tables each of 
which includes a number of fields that are linked or keyed so as to implement a 

relational database. . 

The database structure 90 includes a users table 92 that mamtams a 
respective record for each registered user. Each registered user may operate as 
both a publishing and a receiving (or target) user. The users table 92 records , 
user identifier, name, password, user type and las. sequence .denuher for each 
user. The last sequence identifier stored for each user record md.cates an 
operational sequence "peg" for an operation performed on a local database 30 
with respect to the relevant user record. _ 

The database structure 90 further includes a category.fields table 94 and 
a category users table 96, the tables 94 and 96 together constituting a 
per mission" model 98, according to one exemplary embodiment of the present 
invention. The permission model 98 is utilized to define perrrussum for 
particular fields of publishing user information to be published to a speohc 
receiving user. The category.fields table 94 maps information fields, defined m 
a fields table 100, to specific categories, in a many-to-many mappmg, so that a 
single category may include multiple fields, and a single field may be mduded 
within multiple categories. In one embodiment of the P^'^V 
categories are user-defined, and each category constitutes a sub-set of fields of 
personal information that may selectively be published by a pubhslung user to 
a receiving user. As.such, the categories may be viewed as one exemplary 
mechanism by which to define a virtual card 78, with multiple category 
comprising a collection 76 of virtual cards 78. The category.fields table 94 
includes a category identifier (cat.id), a field identifier (fieldjd), a user 
SentSr (user id) and asequence identifier (sequenced). The user tdentifier 
identifies the user <i.e., the publishing user) to which the re,evant category-field 
mapping record belongs, while the sequence identifier again records an event 
sequence in which the creation of the relevant mapping occurred. ^ 

Each record within the category.users table 96 includes an owner 
identifier (owner.id) and a category identifier (category_id) that records 
ownership of a particular category (e.g., a virtual card) by a speafic mer (*g., 
the publishing user) for Which a record exists within the users table 92. The 

identifier (owner.id, within the category-users tab.e 96 correspond a 
user identifier (user.id) within the user, table 92. which in turn corresponds to 
an owner identifier (owner.id) within an ownership table 102. 
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Each record within the ownership table 102 further includes an owned 
identifier (owned.id) that may be utilized to record ownership by a receiving 
user of particular information regarding a publishing user. For example, 
where a receiving user supplements personal information regarding the 
publishing user within his or her local database, the owned identifier may be 
utilized to indicate such personal information concerning a first user that is 
"owned" by a second user. 

A record within the ownership table 102 may further include a real user 
identifier (real_user_id) that indicates the identity of a first user that maintains 
information concerning that first user within the second user's local database 
30. The real user identifier identifies information, concerning the "real user", 
that is owned and maintained by the "real user" but that populates another 

user's local database 30. 

A currenUnformation table 104 stores actual values for each field (e.g., 
personal information field) for each user (that may comprise a contact) 
identified by the contact identifier (contacted). 

As mentioned above, a record is maintained within the users table 92 for 
each registered publishing and receiving user within the network environment 
10. However, a specific user may, within a local database 30 or on the server 
database 34, maintain a set of personal information records for an entity (e.g., a 
person or company) that is not a registered user. In this case, where the entity 
for which a record is maintained and owned is not a registered user, the entity 
(i.e., the non-registered user) is classified as a "contact" as opposed to a user. It 
will be appreciated that a user ID does not exist for the relevant contact. The 
taken_contact_id table 106 contains a record for each such contact, and maps a 
specific contact identifier (contacted) for the relevant contact to a user 
identifier (user.id) to indicate ownership and origination of the relevant 
contact information. 

It will furthermore be noted that an owned identifier (owned_id) within 
the ownership table 102 may correspond to a contact identifier (contacted) 
within the taken_contact_id table 106. 

- A current_information table 104 stores and maintains actual values for 
personal information fields for all contacts (some of which are registered users) 
whose information is stored within the database structure 90. Accordingly, 
each record within the curren.Unformation table 104 includes a contact 
identifier (contacted), a field identifier (field_id) and a field type (field.type). 
The contact identifier (contacted) is shown to correspond to an owner 
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identifier (owner.id) in the category.users table 96 in the case where the record 
in the table 104 is for information that is published, and therefore owned, by a 
registered user for which a record exists within the users table 92. On the other 
hand, where the record within the table 104 includes information that is not 
owned, or published, by a registered user (e.g., contact information regarding 
an entity (contact or user) that has been inputted into an address book and not 
in fact published to the address book), the contact identifier (contacted) 
correspond to a contact identifier within the table 106, which records a user, 
other than the entity to which the information pertains as an owner of the 
relevant contact identifier. It will also be noted that the contact identifier 
(contacted) in the table 106 in this case corresponds to the owner identifier 
(owned_id) within the ownership table 102. 

In summary, the contact identifier (contacted) for each record within 
the current_information table 104 corresponds either to an owner identifier 
(owner_id) within the table 106 in the case where the information is published 
by an entity to which that information pertains, or corresponds to a contact 
identifier (contacted) within the taken_contact_id table 106 in the case where 
the information is not published by an entity to which the information pertains 
and that is manually included within a users contact information pertaining to. 
the entity by the relevant user. 

The field identifier (field.id) for each record within the 
currenUnformation table 104 identifies a particular field corresponding to the 
field type identified within the same record. For example, the field type may' 
comprise a telephone number, and the field identifier may identify the record 
as storing a home, work, or mobile telephone number. 

A record within the currenUnformation table 104 also includes a value 
field, which stores an actual numeric, or alphanumeric, value for the relevant 
contact, identified by the contact identifier, for the field identified by the field 
identifier. For example, the value field would include an actual home 

telephone number. 

A sequence identifier is also included within each record of the 
current_information table 104 to identify an activity within an activity 
sequence by which the relevant record was updated or generated. 

A period identifier (period.id) included within each record of the 
currenUnformation table 104 provides a key to a record within periods.dates 
table 108 that is populated with records indicating time periods during which a 
specific record within the currenUnformation table 104 is valid or extant. To 
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this end, each record within the currenUnformation table 104 includes a 
period identifier (period Jd) to facilitate keying of a record to a record within 
the periods.dates table 108 that includes a period name (period.name), a start 
date (start.dt), an end date (end_dt) and a sequence identifier (sequencejd). 
Consider, for example, the hypothesized situation where a particular user 
usually based in California spends a week in London, UK, and wishes to have 
his or her contact information updated for that period to reflect a London 
address and telephone number. In this situation, the user may identify a 
record within the current_information table 104 as being valid for the duration 
of his or her stay in London by indicating appropriate start and end dates 
within a record within the periods.dates table 108 that is keyed to a record 
within the currenUnformation table 104 that stores personal information (e.g., 
a work telephone number) that will be valid for the duration of the stay of the 
user in London between the start and end dates: Further, where the record 
within the currenUnformation table 104 is for a contact (as opposed for a user), 
an owner of that contact information may pre-specify that an alternative set of 
personal contact information be valid and displayed for a particular period. In 
effect, by linking records within the currenUnformation table 104 to records 
within the periods_dates table 108, a user may maintain different sets of 
personal information (e.g., contact information) that are published to receiving 
users over predetermined, specified time periods to reflect changes in the 
personal circumstances of the relevant publishing user. The period name may 
be utilized to attach a convenient and easily identified label to such time 
intervals. For example, a user could label a particular period as "visit to 
London", and attach the relevant time specification to a specific sub-set of 
personal information fields that is published to other receiving users. 

The database structure 90 further includes a configuration table 110 that 
is populated by records indicating configuration information pertaining to, for 
example, the GUI 24 of a client application 18 hosted on a client machine 12. To 
this end, each record within the configuration table 110 includes a aent 
identifier (client_id) that identifies a particular client application 18 to which 
the configuration parameters are applicable. 

A record within the configuration table 110 may furthermore be keyed 
to a user identifier (user.id) thus making the configuration information stored 
in the relevant configuration record applicable to all client applications 18 for a 
particular user identified by the identifier. In this way, a user preference (e.g., 
a GUI display specification) specified via a particular client application 18 of a 
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particular user can be uniformly applied across all client applications 18 
associated with the relevant user and via which the user accesses information 
stored in the database structure 90. For example, a particular user.may specify 
a particular configuration preference from a client application 18 executing on a 
computer system in a work environment. In this case, the configuration 
specification will also be communicated to a client application 18 that executes 
on a computer system operating within a home environment of the same user. 
In this way, configuration preferences are applied to all client applications 18 
via which a specific user accesses the database structure 90. The values 
indicating the configuration specification may be stored in the shown "path 

field". . . , 

The present invention also contemplates that users, for which user 

records exist within the users table 92, may attempt to recruit non-users to 

become registered with a personal information publication system supported 

by the database structure 90. To this end, the database structure 90 includes a 

recruitment table 112 that maintains a record of recruitment messages 

communicated from registered users to non-users. For example, a non-user 

may constitute a contact within a users address book, and the client application 

18 may, in combination with the application server 40, provide a mechanism 

via which a user may invite a non-user to become a registered participant 

within the personal information publishing system. The recruitment table 112 

maintains a record for each such "invitations" communicated from a user to a 

non-user, and attributes a recruiter identifier (recruiter Jd) to the sender of the 

invitation, a recruited identifier (recruited.id) for each non-user who is 

successfully recruited and becomes registered as a user, a time record 

indicating the time at which the invitation was sent, and a record of the text of 

the invitation. A record is only created in the recruitment table 112 upon 

successful recruiting of a non-user as a user of the personal information 

publication system. _ ~ , , 

A blob table 114 provides a supplement to the current.mformahon table 
104 and is utilized to store values for specific personal information fields 
■ where the values comprises anything beyond one line of continuous 
alphanumeric information. For example, where the stored personal 
information includes a carriage return, constitutes video, graphic or audio 
information, or other non-alphanumeric information, a value representative t ot 
this information may be stored within an appropriate record within the blob 
table 114. To this end, the GUI 24 may support the display of a graphic image 
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(e.g., a digital photograph in the.JPEG format) of a contact that may be 
published to a receiving user. For example the GUI 24 may display this digital 
photograph in a manner so as to associate the digital photograph with other 
personal information pertaining to the publishing user on a display provided 
to the receiving user. In this case, a value that represents the digital 
photograph would be stored within an appropriate record within the blob table 
114. Further, a particular publishing user may wish to publish a digitized 
audio recording of the correct pronunciation of his or her name. In this case, 
the client application 18, and specifically the GUI 24, may present a graphic 
icon or text that is user-selectable to invoke play back of the recorded digital 
audio pronunciation of the name published to the receiving user from the 
publishing user. In this case, a record within the blob table 114 would, in the 
value field, store an appropriate digitized representation of the audio 
recording. It is further envisaged that the blob table 114 may store records 
including values indicative of logos, or any other graphic, video or audio 
information that a particular may wish to include within his or her personal 
information to be published to receiving users. 

Finally, the database structure 90 includes a sequence table 116 that 
maps each sequence identifier (sequence_id) to a specific user identifier 
(user_id), and a registration table 118 that records registration information for 
each registered user within a personal information publishing system. 
Specifically, a record for each registered user will be created within the 
registration table 118 upon the valid registration of the user, and specific 
registration information may be stored within a value field of each such 

registration record. 

As mentioned above, the database structure 90 illustrated in Figure 6 
may be utilized to implement either a local database 30 or a server database 34. 
In an exemplary embodiment, it is envisaged that the database structure 90 be 
implemented within a server database 34, and a simplified version of this 
database be mirrored by each local database 30. To this end, Figure 7 
illustrates an exemplary local database structure 120 comprising a number of 
information entities that may either constitute tables or, where the database 
constitutes an object database, information objects. Viewing the information 
entities as objects, the local database structure 120 includes a users object 122 
that may store a sub-set of information stored in the users table 92 of the 
database structure 90. Specifically, the sub-set of stored information may 
comprise records for only those users that have elected to publish information 
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(o the receiving user that owns .he local database 30 within which the structure 
120 is implemented. The local database structure 120 may further include a 
contacts object 124 that corresponds subs.anHa.ly to the current.informanon 
table 104 mainlined within .he server database 34. The con.acts object 124 
stores both published user information, and locally inputted contact 
information for entities whose records are maintained and viewed by a 
receiving user utilizing a local client application 18. Again, the records stored 
within .he contacts object 124 may constitute only a sub-set of the records 
stored within the current.information table 104, the sub-set being determmed 
by permissions granted by publishing users to the receiving user, and also by 
information inputted locally by the receiving user. 

The local database structure 120 may further include a categones object 
126 mat stores information corresponding approximately .0 5 '°f 
within the categoryjields table 94 and me ca.egory_users table 96 wiHun ^he 
database structure 90. Accordingly, the categories object 126 prov.des a local 
and user-specific version of .he permission model 98 implemented by the 
category Jelds table 94 and the category.users table 96 within the database 

structure 90. , 10Q 
The local database structure 120 finally includes an updates object 128 
th a. maintains a record for each update to any of the tables 122-126 and 
accordingly stores a sequence identifier, data, table identifier, record .denhher, 
field identifier, field index, value, source and previous update mformahon for 
each update that occurs within a local database 30. The previous update 
WorJation stored within each record within the updates object 128 provides a 
pointer to a previous record that details a previous update. In thrs way, the 
dient services module 26 of the client application 18 is able conveniently to 
trace a sequence (or history) of updates to a particular field of a P-*™* 
record. Ms sequence, or history, of updates may then be communicated to the 
GUI 24 for display to a user. . 

1 T«»r Interfac e f ™< Ug|hodoloCT 

In order to understand the methodologies implemented by a chent 
application 18, and an application server 40, according to an exemplary 
embodiment, it is useful to provide a description of the W 
the GUI 24 of the client application 18 via which a user, in a publishing role 
may input persona! information concerning himself or hersel , or .nformahon 
con«rLg a contact, and via which a user, in a publishing role, may elect to 
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publish selected personal information, in the form of a virtual card 78, to 
receiving users. Furthermore, the GUI 24 facilitates the display to a user, 
within a receiving role, of personal information concerning other users that is 
published to the user in the receiving role. Further, the GUI 24 presents 
information concerning contacts to a user that the relevant user may have 

inputted him or herself. 

Figure 8 is a screen print showing a main window 130, according to an 
exemplary embodiment of the present invention, that may be generated by the 
GUI 24. While the UIs are described below as being Windows® Ufa, it will be 
appreciated that such UIs may comprise markup language documents 
generated by a web server. 

The main window 130 includes a tool bar 132, a "power find panel 134 
via which a user may conduct a search of contact information contained within 
the local database 30, a browser panel 136 that displays personal information 
pertaining to contacts in the form of "contact cards" 138, a right panel 140, and 

a status bar 142. . 

Turning first to the "power find" panel 134, by inputting text into the 
text window provided in the "power find" panel 134, a user is able to search 
the local database 30. Specifically, the GUI 24 communicates an inputted 
search string to a thread-based fetch mechanism implemented in the client 
services module 26 that then returns search results to the GUI 24. The search 
results are displayed within the browser panel 136, and are refreshed every 0.5 
seconds after each character input into the text window in the "power find 
panel 134. In this way, the number of contacts located by the search is 
dynamically varied as the user inputs further characters into the search 
window. For example, after entering the leading letter "c", all contacts having 
a last name beginning with "c" will be displayed within the browser panel 136. 
Shortly after entering a subsequent "o" letter, only the contacts having a last 
name beginning with the letters "co" will be displayed following the 0.5 second 
dynamic refresh. Furthermore, the number of contacts located by current 
search parameters are displayed in the status bar 142. 

The "power find" panel 134 further provides a "global search" option 
that is use-selectable to provide a more powerful searching tool, utilizing 
which the user may search multiple fields using respective criteria for each of 

those mformation fields. 

The browser panel 136, as mentioned above, displays a virtual card for 
each contact of a selected category, or as located by a specific search query 
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entered into the "power find" panel 134. A user may categorize various 
contacts for display purposes. For example, a user may designate a certain 
contact as being either a private contact, a business contact or as belonging to 
one or multiple other user-defined category. A tab, such as any one of those 
shown at 144, is then created for each user-defined category, and a user may 
conveniently view contact information for each respective category by 
performing a selection operation (e.g., utilizing a cursor control device such as 
a mouse) on an appropriate tab for the relevant category. In the screen shot 
shown in Figure 8, the contacts in category "ALL" are shown in the browser 
panel 136. 

Each contact card 138 shows a common design, and the information 
displayed in the contact cards within the browser panel 136 is not editable via 
the browser panel 136. In an exemplary embodiment, three default views for 
contact cards are provided. A first "photo" view provides merely a name 
caption and photograph, a "regular" view provides the photo and three to four 
customizable and user specifiable information fields, and a "full" view displays 
all the relevant contact's personal information fields stored within the local 
database 30. 

As illustrated in Figure 8, the GUI 24 provides the capability for a user 
to perform a "drag-and-drop" operation with respect to a contact card 138. 
Specifically, by selecting, and then operating a cursor control device, a user can 
drag a contact information card to place the contact information card in a 
further category (e.g., by dragging the contact card to an appropriate tab 144, 
and then "releasing" the card) or to create a copy of the selected contact card as 
a virtual "memo" on a user interface desktop presented on a computer system. 
When placing a particular contact card in a further category utilizing a drag- 
and-drop operation, the user may furthermore specify whether the relevant 
contact card is to be moved to the further category, or to be copied to that 
further category. 

Turning now to the right panel 140, this panel 140 includes a tab-set 
consisting of a "contact details" tab 146 associated with a contact details panel 
152, a "permissions" tab 148 associated with a "permissions" panel 170 and an 
"on-line services" tab 150 associated with an on-line services panel 174. 
Dealing first with the contact details panel 152, an example of which is shown 
displayed in Figure 8, when the contact details tab 146 is active (i.e., in the 
foreground), the associated contact details panel 152 displays information 
concerning a contact, or contacts, selected in the browser panel 136. In the case 
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where only a single contact card 138 is selected in the browser panel 136, then a 
full set of information for the selected contact is shown. An example of the 
presentation of information where only one contact is selected is shown at in 
Figure 9A. It will be noted that the personal information displayed in the 
contact details panel as shown in Figure 9A includes an icon 156 that indicates 
whether the relevant contact is a registered user within the personal 
information publication system, and accordingly a user for which a record 
exists within the users table 92 of the database structure 90 illustrated in Figure 
6. Presentation of the icon 156 indicates that at least certain personal 
information displayed within the contact details panel 152 is published and 
maintained by the relevant contact via the personal information publication 
system. 

The contact details panel 152 further includes a "notes" section 158, 
within which the relevant user may record a personal note, or other, 
information regarding the relevant contact. 

Further, the contact details panel 152 includes a "services" section 160 
that displays information concerning the relevant contact that may be retrieved 
via the network 14, (e.g., the Internet) from an on-line publishing source. For 
example, the client services module 26 may issue a request to any one of a 
number of resources available on the Internet to obtain real-time, or near real- 
time, information pertaining to the relevant contact. For example, the client 
services module 26 may access the local database 30 to determine the 
residential city of the contact, and then formulate and propagate a request to an 
appropriate Internet service to retrieve weather and local time information for 
the relevant residential city. This information is then displayed, together with 
appropriate icons, as weather information 162 and local time information 164 
within the services section 160 of the contact details panel 152. Other real-time, 
near real-time, or on-line information, that may be presented within the contact 
details panel 152 and retrieved based on personal information within the local 
database 30 regarding a particular contact, includes stock price information 
regarding an organization for which the contact works, "white page" 
information regarding an employer of the contract, a map indicating a home or 
work location for the contact, or any other on-line information that may be 
readily obtained utilizing personal information stored for the contact. On-line 
information as retrieved may then be displayed, together with the appropriate 
icons and graphics, within the services section 160 of the contact details panel 
152. 
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Finally, the contact details panel 152 also displays a digital image 166, 
for example stored in the blob table 114 within the database structure 90, for 

the relevant contact. 

In the event that two or more contacts are selected within the browser 
panel 136,' then the contact details panel 152 assumes the form shown at 154 in 
Figure 9 A, where the full names of the selected contacts are displayed as a list. 

User-selection of the "permissions" tab 148 results in the permissions 
panel 170 shown in Figure 9B being displayed in the right panel 140. 
Specifically, the permissions panel 170 indicates the virtual card 78 of the 
relevant user that has been issued or published to the relevant contact. A 
particular user, in a publishing role, may, in one exemplary embodiment of the 
present invention, publish a single virtual card (e.g., a business card) to a single 
contact. In an alternative embodiment, a publishing user may issue multiple 
virtual cards 78 to a single contact card in which case the various sub-sets of 
personal information embodied in each of these virtual business cards 78 may 
be combined to present a unified sub-set of the personal information of the 
publishing user to the receiving user (i.e., the contact). 

The permissions panel 170 further includes a "change this card" button 
172, that is user selectable to change the virtual card 78 assigned to the relevant 
contact. Further details regarding the changing of a virtual card published to 
the contact is provided below. 

As discussed above with reference to Figure 9A, one embodiment of the 
contact details panel 152 may include a services section 160 that displays 
dynamic, or service, information pertaining to a relevant contact. This dynamic 
or service information may be retrieved via a network. Figure 9C shows an 
exemplary embodiment of the services panel 174 that is displayed responsive 
to user selection of the services tab 150 within the right panel 140. In one 
embodiment, the services panel 174 provides a broader range of dynamic and 
service information pertaining to the user than displayed in the seryjces section 
160 of the contact details panel 152. 

As illustrated, the services panel may again display a digital photograph 
151 of the relevant user, as well as real-time, or near-real-time, information 
pertaining to the relevant contact in the form of time and weather information 
at a location (e.g., a recorded residential or business address) for the contact. 

The services panel 174 also includes a "send" section 176, that presents 
user-selectable icons and text that are selectable to invoke services that allow a 
user to send, for example, a fax, electronic greeting card or an e-mail to the 
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relevant contact. Specifically, user selection of a "fax" option may invoke a 
faxing application on a hosting computer system. The client application 18 
may in this case also communicate appropriate contact information (e.g., a 
name and fax number) to the fax application so that the user is not required 
manually to enter this information. Similarly, user selection of an "e-mail" 
option may invoke an e-mail application and insert the relevant contact's e-mail 

address into a message template. 

The send section 176 also includes user-selectable options to send, for 
example, a gift, flowers or a package to the relevant contact. In one 
embodiment, each of these sending options is user-selectable to invoke 
network communications to a service provider for the respective service. For 
example, user selection of a "flowers" option may invoke a browser application, 
and direct that browser application to a predetermined flower vendor by, for 
example, communicating a query (e.g., a URL) to a flower vendor web site. 
The URL may further include an identifier that identifies a referring particular 
entity (e.g., a developer or vendor of the client application 18) to the flower 
vendor. In terms of a referral agreement, the referring entity may be eligible 
for a referral fee for establishing communications with the flower vendor, or 
may be eligible for a commission on any transaction concluded by the user as a 
result of the referral via the client application 18. In a further embodiment, the 
flower vendor may, for example, make a lump sum, or periodic, payments to 
the developer or supplier of the client application 18 to be designated as a 
vendor that is presented to the user responsive to user-selection of the 
"flowers" option. It is of course envisaged that multiple vendors may be 
associated with each product or a service option presented within the send 
section 176. 

In the present example, the URL that is communicated to the flower 
vendor may also include personal information (e.g., name and address 
information) regarding the relevant contact whose information is being 
displayed within the services panel 174. The flower vendor may in this case, m 
response to the URL, generate a web page that facilitates a transaction between 
the user and the flower vendor. For example, a web page that allows a user to 
select one of multiple flower arrangements for delivery to the contact may be 
generated. This web page may be pre-populated with the personal information 
included within the query communicated to the flower vendor responsive to 
user selection of the "flowers" option. In this way, convenient ordering of an 
item or services facilitated by the automatic inclusion of personal information 
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within a query that is submitted to an online vendor, this personal information 
may be automatically extracted from a database maintained by a personal 
information management application, and automatically embodied in a request 
to the relevant vendor. It will of course be appreciated that the query do not 
comprise a URL. For example, the query may perform according to any of a 
number of known protocols, and may be embodied in a GET request issued in 
terms of the HTTP protocol. Further, a query, embodying personal 
information, may be communicated to any vendor of services of products. 

A "near by" section 178 again presents a number of user-selectable 
options that a user may select to obtain information, for example via a network, 
pertaining to a relevant contact whose information is displayed within the 
services panel 174.. As shown, weather, map, travel directions and hotel 
options are presented in the exemplary "near by" section 178. In one 
embodiment, each of these options is user-selectable, to invoke an Internet 
browser (e.g., the Internet Explorer, developed by Microsoft Corporation of 
Redmond, Washington), and to communicate a URL of one or more preferred 
service providers to the browser or directly to a web site operated by a relevant 
service provider. Further, the client application 18 may provide relevant 
location information to a preferred service provider, so that the response from 
the service provider to the user selection of an appropriate option displays 
information pertinent to the contact. For example, user selection of "map- 
option may result in the communication of a URL to the browser, which in turn 
communicates the URL to a map web site (e.g., Mapquest). In this case, the 
URL may embody address information regarding the relevant contact, as well 
as an identifier identifying a developer or supplier of the client application 18. 
The map web site may, responsive to the URL, provide a graphical map 
representation to the browser, visually indicating the location of an address for 
the relevant contact. Further, the identifier for the developer or supplier of the 
client application 18 allows the map web site to identify the requestas having 
originated via the client application 18, and accordingly to monitor a number of 
referrals from the client application 18, or to make appropriate payments to the 
developer or supplier of the client application 18. 

Similarly, weather, travel, direction and hotel options may be selected to 
communicate information (e.g., in the form of URLs) to appropriate web-based 

services, via the browser. 

In one embodiment, three cases of "post-dick" behavior are 
contemplated. In a first case, it may be that a user has not selected a specific 
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contact, or the personal information for the contact does not include the 
required information to invoke a selected service. For example, the client 
application 18 may not have access to address information for the relevant 
contact. In this case, a dialog block may be presented communicating this fact 
to the user. 

In a second case, the appropriate information is available, and the client 
application 18 is able to compose a query containing, for example, contact 
information for a relevant user that can be communicated to an appropriate 
service provider. 

In a third case, more than one field of the pertinent contact information 
may be available. For example, the client application 18 may have access to 
both a business and a residential address for the relevant contact. In this case, a 
menu or dialog block is presented to the user that allows the user to select an 
appropriate field (e.g., a residential address as opposed to a business address) 
to be included within a query. This menu or dialog block is presented prior to 
opening of the browser. 

Figure 9C illustrates an alternative embodiment of the contact details 
panel 152 shown in Figure 9A. In this embodiment, the contact details panel 
152 includes three scrollable sections; namely a "contact fields" section, a "my 
notes'' section and a "my attached card" section. The "contact field" section 
includes a number of headers that can be expanded or contracted to display 
appropriate information. 

The "power find" panel 134, which is embodied within the main window 
130, is described above with reference to Figure 8. Figure 10A illustrates an 
alternative persistent window 182 that may be persistently accessible via a 
Windows® GUI to provide convenient access to a "power find" text block, 
without requiring opening of the main window 130. Specifically, in one 
embodiment, a "find" tab 180 is persistently displayed adjacent an edge of the 
Windows® GUI. User selection of the "find" tab 180 drops down the persistent 
window 182 that includes a text input field 184 into which a user may input 
such text. The persistent window 182 also includes contact, web and stock tabs 
in order to allow a user to direct a search that utilizes text inputted into the 
field 184. Specifically, a search performed where the contact tab is active may 
perform a search of contact information maintained by the client application 18. 
A search conducted when the web tab is active may direct the search text to an 
appropriate Internet search engine. A search initiated when the stock tab is 
active may direct an appropriate query to a financial web site. 
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Figure 10B illustrates an options interface that may be utilized to specify 
search options by selection of a search tab 186. Specifically, the search options 
allow a user to specify that a search of contact information be performed while 
search text is being inputted to enable the number of contacts located by the 
search to be dynamically varied as a user inputs characters into a search 
window, as described above with reference to Figure 8. 

The search options also allow a user to specify that a reduced set of 
fields (e.g., only name fields) be searched. 

Mphhnriolof T Y - npfinirion nf * Virtual Card 
Figure 11 is a flow chart illustrating a method 200, according to an 
exemplary embodiment of the present invention, of storing a set of fields of 
personal information, and recording user-selection of a sub-set of these fields as 
a first information category to be published as a virtual business card 78. 

The method 200 commences at block 202 with the receipt of user 
information to populate a set 72 of personal information fields 74 such as those, 
for example, illustrated in Figure 4. This information may be manually 
inputted from a user-input device coupled to the client machine 12, or may be 
inputted via a synchronization operation with an external information source, 
such as the PIM 22 or the PDA 32 via the synchronization engine 28. 

For manual input of the personal information for the publishing user, 
Figure 12 illustrates an exemplary "my information" dialog block 216, which 
shows the various inf ormarion fields that may be populated, via the dialog 
block 216, with personal information. It should be noted that the personal 
information may include a digital photograph 218, which a user may import 
from a storage location on the client machine 12 or from a remote location via 
the network 14. Furthermore, the local database 30 may store a number of 
digital photographs of the publishing user, which can be cycled through by 
user selection of the buttons 220. — 

The "my information" dialog block 216 further provides a "name 
recording" user-selectable function 222, whereby a user may invoke a sound 
recording object to store a digitized audio recording of, merely for example, a 
preferred pronunciation of the publishing users name or other information. 
Figure 13 illustrates a sound object window 224 that may be generated to 
facilitate recording of the digitized audio recording to be included within the 
personal information of the publishing user. This information may then again 
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be stored, by the client services module 26, within an appropriate record in the 
blob table 114, maintained within the database structure 90. 

Returning to the "my information" dialog block 216 shown in Figure 12, 
both address and e-mail input windows 226 and 228 have a number of tabs 
associated therewith, whereby the user can label sets of address information, or 
an e-mail address as pertaining to either a home, personal, or business 
environment. Furthermore, for an e-mail address, one of a number of e-mail 
addresses may be selected as a currently active email address. By inputting 
information into the various input fields illustrated in the "my information" 
dialog block 216, the publishing user may thus at least partially populate a set 
72 of personal information fields 74. 

At block 204 of the method 200 illustrated in Figure 11, a user may 
optionally indicate a sub-set of the personal information fields 74 as comprising 
default fields 80. In an alternative embodiment, the default fields 80 may be 
predefined within the client application 18 (e.g., the first and last name 
information fields), and thus accordingly be incorporated within all virtual 
cards 78 constructed by the publishing user. 

At block 206, the construction of a specific virtual card 78 begins with 
the user selection of a "my cards" tab 230, shown in Figure 14, to invoke a "my 
cards" window 232. At block 206, the default personal information fields 80 
are automatically included within any card that the publishing user chooses to 
construct. Referring now specifically to the "my cards" window 232, a 
scrollable column 234 of thumbnail graphic representations 236 of all virtual 
cards 78 that have been defined for the publishing user is shown, below which 
the publishing user is presented with a number of user-selectable buttons 
presenting the option of renaming a virtual card, generating a new virtual card, 
removing a virtual card, and editing "my information". The thumbnail graphic 
representation 236 of a selected virtual card 78 is highlighted, and a full size 
graphic representation 238 of the selected virtual card 78 is displayed alongside 
the selected thumbnail graphic representation 236. Adjacent the full size 
graphic representation 238, a scrollable column 240 display all fields 74 of 
personal information for user selection and inclusion within the selected 
business card for which the full size graphic representation 238 is displayed. It 
should be noted that information fields 74 within the column 240 that have 
been included within the selected virtual card 78 are visually distinguished 
(e.g., by implementing a different color background for such fields) so as to 
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provide the user with a convenient manner of identifying which information 
has and has hot been included within the virtual card 78. 

Figure 14 also shows the window 232 as including text 241 that is user 
selectable to display a window (not shown) that displays a list of contacts that 
the relevant user has designated as being able to "see" the relevant virtual card. 

Returning again to the flow chart shown in Figure 11, at block 207, the 
client application 18, and specifically the GUI 24, receives a user indication of 
an information field to be included within the subject virtual card 78. For 
example, this user indication may be received by detecting a user selection 
operation (e.g., a double click operation) performed with respect to a particular 
information field displayed within the scrollable column 240 within the "my 
cards" window 232. 

At block 208, following reception of the user indication, the relevant 
information field is included within the selected virtual business card 78. As 
described above with reference to Figure 4, the inclusion of a selected user 
information field 74 within a virtual user card 78 may be implemented by 
creating a record within the category_fields table 94 that maps the relevant 
field 74, for the relevant user, to a specific category, wherein the category 
constitutes the selected virtual card 78. 

At decision block 210, a determination is made as to whether further 
personal information fields are to be included within the selected card. This 
determination may be made, merely for example, by detecting whether the 
user de-activates the "my cards" window 232, indicating that the construction 
of a selected virtual card 78 has ended. If a further selection of a field within 
the scrolling column 240 is detected, the method 200 loops back from decision 
block 210 to block 207. Alternatively, if a user operation is detected which 
indicates that no further fields are to be included within the relevant virtual 
card 78, the method 200 proceeds to decision block 212, where a determination 
is made as to whether further virtual cards are to be defined. For example, user 
selection of the "new card" button shown in the "my cards" window 23, 
indicates that the user wishes to define further cards, in which case the method 
200 loops back from the decision block 212 to the block 206. Alternatively, a 
dosing, or deactivation, of the "my cards" window 232 indicates that no 
further cards are to be defined, and the method 200 then terminates at block 
214. 

Figures 15A - 15C illustrate three screen prints, according to exemplary 
embodiments of the present invention, of windows presented by the GUI 24 to 
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supplement and enhance the user information input, and card creation 
processes described above with reference to Figure 11. Specifically, the screen 
prints shown in Figures 15A - 15C may be viewed as implementing three 
privacy control features. Following user selection of a personal information 
Lid to be included within a selected virtual card 78 or following input or 
update of contents of a personal information field, at block 207 of the method 
200 illustrated in Figure 11, a prompt window 242 is invoked, which again 
provides a scrollable column 244 of thumbnail graphic representations 236 of 
virtual cards 78 created by the publishing user and a user-selectable check 
block 246 adjacent each of these thumbnail graphic representations 236. The 
user is further prompted in a text panel 248 to indicate in which of the virtual 
cards 78, identified by the thumbnail graphic representations 236, the selected 
information field is to be included. By the user selecting a check block 246 
associated with each of the virtual cards 78, a user can indicate that the selected 
information field is to be included in one, or multiple, virtual cards 78. 
Following the selection of all virtual cards 78 in which the selected information 
field is to be included, the user may then select an "OK" button 252 to confirm 

the indicated selection. 

Figure 15B shows a template window 254 that may be generated by the 
GUI 24 upon user selection of the "new card" button presented within the "my 
cards" window 232 illustrated in Figure 14. The prompt window 242 displays 
respective thumbnail graphic representations associated with a number of card 
templates. Specifically, each card template may comprise a sub-set of default 
fields 80 that may be used as the basis for constructing a specific virtual card. 
The creation of a card template corresponds to block 204 of the method 200 
illustrated in Figure 11, where the client application 18 receives user indication 
of default (e.g., public) fields 80 that constitute, merely for example, a public 
card template, for which an exemplary graphic representation 236 is shown in 

Figure 15B. . ' 

Having selected (e.g., by performing a doubleclick operation on any 
one of the thumbnaU graphic representations 236 displayed within die 
template window 254) a template, a bibliographic window 256, such as that 
shown in Figure 15C, is presented. The bibliographic window 256 includes a 
"card name" field into which a user can input a new name for the relevant 
card, as well as a description field into which a user can input description 
information regarding the newly created card. 
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Methodology - Card Publication 

Figure 16 is a flow chart illustrating a method 300, according to an 
exemplary embodiment of the present invention, of publishing a.selection of 
personal information from a publishing user to a receiving user. In one 
exemplary embodiment, the selection of personal information constitutes a 
sub-set of personal information fields 74 that are defined as a virtual card 78. 

The method 300 commences at block 302 with the publishing user 
providing an indication, via the client application 18, of a sub-set of personal 
information concerning the publishing user (e.g., a virtual card 78) to be 
published to a target user. Referring back to Figure 10, upon user selection of 
the "permissions" tab 148 within the right panel 140, the permissions panel 170 
is displayed, and indicates a virtual card 78 that has been assigned to a contact 
selected in the browser panel 136. In the event that no virtual card 78 has yet 
been assigned to the selected contact, the publishing user will be prompted 
within the permissions panel 170 to select one of a number of defined virtual 
cards for publication to the selected contact. 

Where a specific virtual card 78 has already been selected for publication 
to the selected contact, the publishing user may change the published virtual 
card by user selection of the "change this card" button 172 within the 
permissions panel 170. More specifically, referring to Figure 17, user selection 
of the "change this card" button 172 causes a "change card" window 320 
illustrated in Figure 17 to be displayed on a display device associated with the 
client machine 12 of the publishing user. The "change card" window 320 is 
shown to include a thumbnail window 322, within which thumbnail graphic 
representations 236 for each virtual card 78 (i.e., sub-set of personal 
information) defined by the publishing user or displayed. A user is then able 
to select one of these virtual cards 78 for publication to the selected contact by, 
for example, performing a double-click operation with respect to an 
appropriate thumbnail graphic representation 236. 

Figure 18 shows a confirmation window 324, wherein the publishing 
user is presented with full-size graphic representations of both the virtual card 
78 to be replaced and the replacement virtual card, and is prompted to confirm 
that the replacement card is indeed to be published to the receiving user. 
Figure 19 shows an alternative confirmation window 326 that is presented to 
the publishing user where a card change is being performed with respect to 
multiple selected contacts. For the confirmation window 326, a list of the 
names of the contacts to which the change is to be applied is displayed in a left 
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side of the window 326, in lieu of the card being replaced, while a full grapruc 
representation of the replacement card is again displayed in the right Side of 

the window 326. 

Figure 20 is a screen print of the permissions panel 170 display panel for 
a situation in which a contact selected in the browser panel 136 is not a user, or 
registered participant, within a personal information publication system 
according to the invention, (e.g., no record exists for the relevant contact within 
the users table 92 or the database structure 90). In this case, the publishing user 
is notified within a contact status field 330 that the selected contact is not a 
registered user, or participant, within the personal information publication 
system. In this case, the publishing user will then be prompted to initiate an 
invitation process. Where the contact is a registered user, the contact status 
field 330 will indicate the name of the virtual card 78 that is being published to 
the relevant contact. In the case where the relevant contact is not a registered 
user, but a virtual card 78 has been presented to the selected contact for 
acceptance, the contact status field 330 will report that the name of the virtual 
card 78 that has been sent to the selected contact, while indicating that the 
relevant contact is not as yet a user. 

Figure 20 further illustrates an alternative display mechanism by which 
the GUI 24 may facilitate user selection of a particular virtual card 78 to be 
published to a user. Following user selection of the "change this card button 
172, a small pane 332 is opened that holds graphic representations of virtual 
cards for preview. A color tab-set 334 is furthermore displayed to facilitate 
convenient browsing and selection of a virtual card that should replace a 
virtual card shown in the upper half of the permissions panel 170. User- 
selection of an "apply card" button 336 may then optionally cause the 
confirmation dialog block shown in Figure 18 to be displayed. 

Returning now to the flow chart for the method 300 shown m Figure 16, 
following identification of a virtual card 78 to be published to a target user, the 
method 300 proceeds to block 304, where the local database 30 is modmed, or 
updated, to indicate publishing permissions that have been granted by the 
publishing user to the receiving user. Specifically, as indicated above a virtual 
card 78 embodies a sub-set of personal information fields 74 for which the 
publishing user has granted publishing permissions to the receiving user The 
local database 30 is then updated to reflect this publication. Specifically, the 
categories table 126 of the local database structure 120 shown in Figure 7 may 
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be updated to indicate that a specific category, corresponding to the relevant 
virtual card 78, may be published to the receiving user. 

At block 306, the synchronization engine 28 of the client application 18 
of the publishing user synchronizes the local database 30 with the server 
database 34 utilizing an appropriate sequence number scheme employed by the 
local database 30. Specifically, the application server 40 will communicate a 
sequence number of the last activity with respect to the local database 30 of 
which the server database 34 was aware. The synchronization engine 28 will 
then communicate records for all activity occurrences with respect to the local 
database 30 that have sequence numbers greater than the sequence number 
communicated from the application server 40 to the client application 18. 

At block 308, the server database 34 is modified to indicate the 
permissions granted by the publishing user to the receiving user based on the 
relevant virtual card 78. More specifically, the permission model 98 is updated 
to indicate the granted permissions. Again, where the virtual card 78 
corresponds to a specific category, which in turn is comprised by a sub-set of 
personal information fields 74 regarding the publishing user, the 
category.users table 96 is updated to indicate that a specific receiving user has 
been granted permission to access, or receive, personal information regarding 
the publishing user that is included within the relevant category. 

At block 310, a synchronization engine 28 of the client application 18 for 
the receiving user performs a synchronization operation between the server 
database 34 and the local database 30. Specifically, the synchronization engine 
28 wiU communicate to the application server 40 a sequence number, employed 
by a sequencing scheme of the server database 34, that indicates the last activity 
with respect to the server database 34 of which the synchronization engine 28, 
and accordingly the local database 30, is aware. Following receipt of the 
sequence number at the application server 40 at the synchronization engine 28, 
the application server 40 will access the server database 34, and communicate 
records (e.g., from the current.information table 104) for all updates that have 
occurred to the server database 34 subsequent to the received sequence 
number, and for which the relevant receiving user has been granted permission 
within the permission model 98, and specifically the category.users table 96. 
Accordingly, the local database 30 of the receiving user will be then updated 
with the personal information of the publishing user. 

At block 312, the receiving user is then able to view the relevant virtual 
card 78 that was published to the receiving user by the publishing user. The 
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viewing of the relevant virtual card 78 is facilitated by the GUI 24 of the client 
application 18 in the manner described above with reference to Figure 8. 
Specifically, the published virtual card 78 will appear within the browser panel 
136 of the main window 130 presented to the receiving user by the GUI 24. 
The method 300 then ends at block 314. 

The method 300 is advantageous in that, when a publishing user 
updates his or her personal information (e.g., utilizing the "my information" 
dialog block 216 shown in Figure 12), the updated information stored in the 
publishing users local database 30 is synchronized with a copy of the personal 
information concerning the publishing user maintained within the server 
database 34. The server database 34 is then in turn at least partially 
synchronized with a local database 30 of a receiving user, and in this way the 
local database 30 of the receiving user is populated with current and updated 
information. 

It will again be appreciated that, while the publication of information 
from a local database 30 of a publishing user to the local database 30 of a 
receiving user is performed via the server database 34, the present invention 
further contemplates that personal information could be published directly 
from the local database 30 of the publishing user to the local database 30 of the 
receiving user. In a further embodiment of the present invention, the local 
databases 30 could be done away with, and both the publishing and receiving 
user could be presented with different views, based on granted permissions, of 
information stored on a single database, such as the server database 34. 

In order to keep a user, within a receiving role, apprised of all updates 
(e.g., both contact and calendar updates) that have occurred with respect to a 
local database 30 of the user, the present invention contemplates optionally 
providing messages to the relevant user detailing such updates. To this end, 
the status bar 142 includes a message status portion 143, illustrated in Figure 8, 
and again reproduced in Figure 21, An exemplary embodiment ofjhe present 
invention contemplates that three types of messages may be generated for a 
user. These messages include an update message providing information 
regarding contact information updates, for example, resulting from 
modification to personal information of a contact published to the relevant 
user; a calendar message that indicates updates to the calendar of the user; and 
a system update message that typically comprises message from the 
application server 40 indicating that a further user may have added the 
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relevant user to his or her contact information (i.e., accepted the publication of 
personal information from the user). 

Upon updating of a local database 30 of a client application 18, the client 
services module 26 will then generate a number of messages, which are 
presented to the user via the GUI 24. To this end, when either a contact update, 
calendar update or system update message has been generated, an appropriate 
flashing icon will be provided within the message status portion 143 of the 
status bar 142. To this end, Figure 21 illustrates a table 340 that shows 
exemplary icons that may be used to indicate an idle condition with respect to 
a particular message type, or further exemplary icons that may be generated 
and displayed within the message status portion 143 to indicate that messages 
are pending. 

In order to view a message, the receipt of which is indicated by a 
flashing icon within the message status portion 143; the user may perform a 
user selection operation with respect to the relevant icon to generate a 
messages dialog block, examples of which are.shown in Figures 22A - 22C and 
23A - 23D. Specifically, Figure 22A shows an incoming messages dialog block 
342 that displays a message concerning the updating of a mobile phone 
telephone number by a publishing user, the incoming messages dialog block 
342 being presented to a receiving user. It will be noted that the incoming 
messages dialog block 342 further provides three tabs, namely a contact update 
tab, a calendaring tab and a system message tab, which are user selectable to 
view the appropriate message types. Flashing message pending icons, such as 
those shown in the table 340, are included within the relevant tabs to indicate 

unread messages. 

The incoming messages dialog block 342 further includes a "history- 
button 344, which is user-selectable to generate the history window 346 that 
lists a sorted "ascending or descending" sequence of contact update messages. 
The list of contact update messages presented in the history window 346 can be 
sorted by date in ascending or descending order by user selection of the arrow 
displayed adjacent the date column heading. 

Calendar event messages, which are be displayed responsive to a user- 
selection of the calendar event tab of the incoming messages dialog block 342, 
could include birthday, meeting or other event reminders generated from 
calendar entries within the user's calendar. Figure 22C illustrates an exemplary 
incoming messages dialog block 342 upon user selection of the events messages 
tab. It wiU be noted that the dialog block 342 also includes a number of user- 
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selectable icons that may, in the manner described above with reference to 
Figure 9C, be invoked to commence network-based communications with a 

relevant service provider. 

Figure 23A shows an example of the incoming messages dialog block 
342 displayed upon user-selection of the system messages tab, and that 
displays an exemplary message. For example, the message displayed in Figure 
23A indicates that a receiving user has added the publishing user to his or her 
contact list by accepting publication of a virtual card 78. The message shown in 
the incoming messages dialog block 342 shown in Figure 23B indicates the 
results of an automatic search instituted by the client services module 26 upon 
the entry of contact information by a user into the local database 30. In this 
case, the client services may automatically initiate, via the network 14, a search 
of the server database 34 to determine whether personal information for the 
contact being added to the local database 30 is also stored on the server 
database 34. In this case, the client services module 26, on prompting from the 
application server 40, will generate a message indicating that a match has been 
found between personal information inputted to the local database 30 by the 
GUI 24, and information stored on the server database 34. 

Figures 23C and 23D illustrate further examples of the incoming 
messages dialog block 342 that correspond somewhat to the dialog blockes 
illustrated in Figures 23A and 23B. The illustrated dialog blockes differ, 
however, in that each includes a graphic representation of a virtual card 347, 
and also provides a user with the option of "linking" the shown virtual 347 into 
a user's local database 30 with notification to the relevant contact, linking the 
photo card into local database 30 without notification to the relevant contact, or 
not to link the relevant virtual card to a local database 30. Linking, according 
to the above option, may be invoked by user selection of a link button 349. 

Figure 24 is a screen shot of a future behavior dialog block 348, 
according to an exemplary embodiment of the present invention, utilizing 
which a user can implement a filter mechanism with respect to messages that 
are displayed in the incoming messages dialog block 342. For example, 
utilizing the future behavior dialog block 348, a user can disable the generation 
of contact update messages for all updates to her personal information of a 
specific user, for all updates of all contacts in a specific category, for all address 
field updates, or for all address field updates for a specific user. Further, by 
user selection of a "rules list" button 350, the user can specify customized rules 
that are user selectable to implement filter mechanisms. 
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A future behavior dialog block (not shown) may similarly be generated 
to institute filter mechanisms with respect to calendar event update messages. 
While it is envisaged that, in one exemplary embodiment, no system messages 
may be blocked or filtered, in a further embodiment, a future behavior dialog 
block (not shown) may be implemented to institute filter mechanisms with 
respect to system messages. 

Methodology - Display ^ Pprsonal Information 

Figure 25 is a flow chart illustrating a method 360, according to an 
exemplary embodiment of the present invention, of displaying fields of 
personal information concerning a first user in a manner so as to distinguish 
the personal information that is published and updateable by the first user 
from personal information that is inputted and updateable by a second user. 

The method 360 commences at block 362 with the receipt by the client 
application 18 of an identification from a viewing user of a target user (i.e., a 
contact). This information is required to be displayed via the GUI 24 of the 
client application 18. the identification of the relevant contact may, merely for 
example, be determined by detecting a use-selection of a particular contact card 
. 138 for the relevant contact within the browser panel 136 of the main window 

130 shown in Figure 8. 

At block 364, the client services module 26 accesses the categories table 
126 maintained within the local database 30. In an alternative embodiment, 
where personal information is stored within the server database 34 accessed via 
a browser 20, the client services module 26, or an equivalent structure, may 
access the server database 34 to identify publication permissions (i.e., whether a 
virtual card 78 for the identified target user has been published to the viewing 
user). 

At block 366, the GUI 24 then displays a category of personal 
information concerning the target user (i.e., a sub-set of personal information 
that includes personal information fields 74 included within a virtual business 
card 78 published to the viewing user) in a visually distinct manner. This 
visual distinction is implemented in order to identify the personal information 
of the target user, as presented to the viewing user, that is non-modifiable by 
the viewing user and is published and updated by the target user. 

Figure 26 is a screen print showing a contact window 372, according to 
an exemplary embodiment of the present invention, that may be generated by 
the GUI 24 to display personal information (e.g., contact information) 
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regarding the target user. Within the contact window 372, certain information 
fields may be visually distinguished from others in order to identify the 
relevant fields as containing information that is updated and published by the 
target user, and accordingly not updateable by the viewing user. For example, 
within the "phone numbers" window 374, the "business 1" and "business 2" 
telephone numbers may be displayed against a shaded background to indicate 
these personal information items as being owned, published and updated by 
the target user. It will of course be appreciated that the relevant personal 
information items could be visually distinguished in any manner. 

Returning to the flow chart shown in Figure 25, at block 368, the GUI 24 
then displays unpublished categories of personal information regarding the 
target user to indicate that the relevant personal information items have been 
inputted by the viewing user, and accordingly are modifiable by the viewing 
user. It will be appreciated that these personal information items have not 
accordingly been published to the viewing user by the target user. Such 
personal information items may include, merely for example, information 
displayed in the "additional information" field 376, or any other personal 
information that the viewing user may have acquired and wish to store 
regarding the target user, and that has not been published by the target user. 

The method 360 then ends at block 370. 

In one embodiment of the present invention, the GUI 24 may provide a 
dialog block to the viewing user wherein the viewing user can customize the 
manner in which the fields of personal information that are local (i.e., 
maintained by the viewing user) and fields that are automatically updated (i.e., 
fields of personal information that are maintained by the target user) may be 
displayed in a visually distinct manner. 

Methodology - Display o f Histnrv of Updates for Personal Information Field 
Figure 27 is a flow chart illustrating a method 380, according to an 
exemplary embodiment of the present invention, of generating a list, or history, 
of updates to a specific information field of a specific contact, or user, whose 
information may be maintained either in the local database 30 or the server 
database 34. 

The method 380 commences at block 382 with the detection by the client 
application 18 of user selection, or input, of a history request for a history of 
updates to a personal information field for a specific contact. For example, the 
user may perform a user selection operation with respect to any of the 
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information fields displayed within the contact window 372 shown in Figure 
26 to perform the relevant user selection or input. 

At block 384, the client services module 26 accesses the updates object 
128 within the local database 30 to identify a most recent update for the 
relevant information field for the specific contact. At block 386, the client 
services module 26 retrieves the most recent update record, and adds the 
record to an update list for later display by the GUI 24. At block 388, the client 
services module 26 examines the "previous update" information item for the 
relevant record retrieved, this providing a pointer to the previous update 
record for the relevant personal information field for the specific user. 

At decision block 390, a determination is made as to whether further 
update records for the relevant personal information field for the relevant user 
exists within the updates object 128. For example, if the "previous update" 
item has a zero value, or is blank, this indicates that no previous record 
updates exist. In this case, the method 380 terminates at block 392. 

On the other hand, should the "previous update" information item point 
to a further record within the updates table 128, the method 380 then loops 
back to block 386, where such a further record is retrieved from the updates 
table 128, and the record is then added to the updates list for later display by 
the GUI 24. The method 380 loops through blocks 386, 388 and decision block 
390, until no further update records are located. 

Following the termination of the method 380, the constructed list of 
update records is communicated from the client services module to the GUI 24 
for display within a history of updates window 394, such as that illustrated in 
Figure 28. The history of updates may be sorted by date in an ascending or 
descending manner by user selection of the arrow adjacent the date column 
heading within the window 394. 

Methodology - Publication of Time Va riant Personal Information 
Figure 29 is a flow chart illustrating a method 400, according to an 
exemplary embodiment of the present invention, of publishing time variant 
personal information from a publishing user to a viewing user. The 
publication contemplated by the method 400 is in accordance with the 
methodologies discussed above. While the methodology is described as being 
implemented within the context of the server farm 16, and specifically by the 
application server 40 in conjunction with the server database 34, it will be 
appreciated that the methodology could likewise be executed utilizing 
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equivalent logic and data structures that exist on a client machine 12, and are 
embodied within the client application 18. 

The method 400 commences at block 402 with a determination by the 
application server 40 of the current date. 

At block 404, the application server then examines records within the 
periods.dates table 108, of the database structure 90 illustrated in Figure 6, to 
identify any start or end dates corresponding to the current date determined at 
block 402. 

At block 406, a determination is made as to whether any records having 
a start date, recorded in the start_date field, corresponding to the current date 

have been located. 

If so, at block 404, the application server 40 then publishes a record, 
within the current information table 104, having a period identifier (period.id) 
corresponding to the period identifier of the relevant record within the 
periods.dates table 108. The publication of the relevant record may occur, 
merely for example, by resetting a "deleted flag" (deletedjlag) maintained 
within the relevant record within the current .information table 104. Of 
course, as the information contained in the current information table 104 is 
subject to the permission model 98, publication will occur in accordance with 
permissions granted by the publishing user who owns the relevant 
information. 

Following block 408, the method 400 loops back to the decision block 
406, wherein a determination is made as to whether any further records exist 
within the periods.dates table 108 for which the start date corresponds to the 
current date. If not, the method 400 proceeds to decision block 410, where a 
further determination is made as to whether any records exist within the 
periods.dates table 108, for which the end date (end.dt) corresponds to the 
current date. 

If so, records within the current information table 104 having a period 
identifier (period.id) corresponding to the period identifier of the relevant 
record within the periods_dates table 108 are withdrawn from publication 
Merely for example, this withdrawal from publication may be performed by 
setting (or toggling) a value stored in the deleted flag (delete_flag) field of the 
relevant record. 

From block 412, the method 400 loops back to decision block 410, 
wherein a determination is made as to whether any further records within the 
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periods_dates table 108 have end dates corresponding to the current date. If 
not, the method 400 then terminates at block 414. 

It will be appreciated that the method 400 provides a convenient vehicle 
by which a publishing user can attach a time interval to certain information 
over which that information will be published. For example, where a 
publishing user relocates to a temporary location for a predetermined period, 
the publishing user may then pre-specify dates at which contact information 
for the temporary location would be published to all subscribers to his or her 
personal information. 

As a default, the start and end dates for period records associated with 
each of the records in the current_inforrnation table 104 are set to infinite start 
and end dates, so that these records are viewed as valid and published at all 
times. However, in one exemplary embodiment, the GUI 24 provides a 
mechanism via which a user may attach a time interval to specific information 
to cause this information to be published over a predetermined time interval. 

Mpthodnlogv - RehHPvinp On- T.ine Information Pertainine to a Contact 
Figure 30 is a flow chart illustrating a method 420, according to an 
exemplary embodiment of the present invention, of retrieving on-line and 
possibly real-time or near real-time information, pertaining to a contact whose 
information may be stored either in the local database 30 of the client 
application 18, or on the server database 34 at the server farm 16. 

Information maintained in a PIM 22 or a PDA 32 is typically static in 
nature, and includes comprises contact, calendar and associated information. 
In order to enhance the information presented to a viewing user regarding a 
specific contact, the present invention contemplates accessing stored personal 
information regarding that particular contact and, utilizing the stored 
information, formulating a query to an on-line service, or information source, 
to obtain further information pertaining to the contact, or to enhanceJhe stored 
information regarding the contact. For example, the present invention 
proposes utilizing the address of a contact to retrieve on-line information 
concerning a home or work location for the relevant contact. It is further 
envisaged that local time information, map information, stock price 
information, company information, or any other on-line information, could be 
automatically retrieved utilizing the personal information of a contact and 
displayed within the context of a PIM, such as the client application 18. In one 
exemplary embodiment, as described above with reference to Figure 9C, the 
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formulated query may be in the form of a URL that embodies both personal 
informationtegarding a contact (e.g., address information) and an identifier 
identifying the client application 18 (or a developer or supplier of the client 
application 18). In this way, the on-line information service is able to generate 
a contact-specific response to the query, and to identify the query as having 
originated via a client application 18. 

The method 420 commences at block 422 with an examination by the 
client services module 26 of personal information concerning a contact, as 
stored within the local database 30, to determine a query content. For example, 
city, country, address or company address could be examined and retrieved for 
the purposes of populating a query. 

As block 424, the client services module 26 formulates and issues a 
query (e.g., embodied within a URL of a HTTP GET request), utilizing the 
mformation retrieved at block 422, to an on-line information source or service. 
For example, city, state and country information may be propagated to an on- 
line weather service with a view to querying the weather service regarding 
current weather conditions (e.g., temperature, cloud cover, humidity, wind 
speed, visibility and dew point information). The query (e.g., a GET request) to 
the on-line information source or service is propagated over the network (e*, 
the Internet) using any one of many well known network protocols (e.g., HTTP, 
FTP or any other well know protocol). 

At block 426, the client services module 26 of the client application 18 
receives information from the on-line information service via the network 14. 

At block 428, the client services module 26 then generates information 
for display by the GUI 24, based on the information received from the on-line 
information service responsive to the query generated at block 424. For 

example, the client services module 26 may extract only specific pertinent 
information to be displayed by the GUI 24, and may further access various 
graphics or icons based on the received information to supplement and 
^ance the visual display thereof. For example, the client services module 26 
may access a database of weather icons to identify an icon to communicate 
weather conditions at the contacts home location. The client services module 
26 then communicates this information to the GUI 24. 

At block 430, the GUI 24 then displays the information received from the 
client services module 26 in a manner so as to associate the relevant 
information with the contact. For example, referring to Figure 9, within the 
services section 160, weather and local time information are shown to be 
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displayed at 162 and 164 respectively for a location identified by the relevant 
contact's address location (i.e., Los Gatos, California). It will furthermore be 
noted that, for the weather information indicated at 162, an icon is displayed to 
indicate that sunny and warm conditions are currently being experienced at 
Los Gatos, California. A "moon and stars" icon is furthermore utilized to 
visually supplement the time information displayed at 164 by indicating that it 
is currently evening, or night, at the relevant location. Further information that 
could be displayed includes the current stock price of a company by which the 
relevant contact is employed, and a map providing a visual indication of a 
home or work address of the contact. 

While the presentation and display of data retrieve from an on-line • 
information service is described above as being displayed by the client 
application 18, it will readily be appreciated that such information returned 
from an on-line information server responsive to the, query may also be 
displayed within the browser 20. For example, responsive to a request for 
weather information, the browser could be invoked to display the current and 
projected weather conditions within the residential city of a relevant contact. 

It will also be appreciated that the on-line service may not necessarily be 
purely an information service, but may also be a product or service vendor. 
For example, as described above, with reference to Figure 9C, the query 
formulated and issued at block 424 may be presented to a product vendor, such 
as a flower vendor. In this case, address details for a contact may be 
communicated to a web site operated by a flower vendor. The relevant user 
would in this case not have to manually input or otherwise directly supply 
address information for the contact to the flower vendor. The web site of the 
flower vendor may return a markup language document page, for display by 
the browser 20, that enables the user to specify and conclude a transaction for 
the purchase of a product to be shipped to the address of the relevant contact. 
In this case, the relevant address information may again be commurucated to 
the flower vendor within a URL, or other data structure, that is communicated 
as part of a GET request according to the HTTP protocol. 

The presentation of such supplemental information concerning or 
associated with a contact within the services section 160, or within the browser 
20, is advantageous in that it provides supplementary, or additional, 
information based on the supplied contact information. For example, the 
display of a map indicating a home address of the contact can be regarded as 
enhancing the already known information regarding the contact. On the other 
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hand, the weather, time and stock price information can be regarded as new, or 
additional, information that is retrieved based on know information regarding 
the relevant contact. The display of weather information at 162 is particularly 
advantageous in that it may form the basis for initiating a conversation with a 
contact whose contact details have been retrieved from a PIM, such as the client 
application 18, for the purposes of initiating a phone call. The time information 
displayed at 164 is advantageous in that it may prevent a user that retrieved 
the contact information for the purpose of making a telephone call from calling 
the contact at an inappropriate time. For example, where the contact in a 
foreign country, the caller may be alerted to the fact that relevant contact may 
in fact not be at a work address, or awake at home, at the time that the caller 
intended to make the call. 

Similarly, stock price information, company news (e.g., Reuters 
headlines), geographic news or sports news may provide the caller with useful 
information with which to initiate a conversation with the relevant contact. 

It will furthermore be noted that the information may be displayed m a 
manner so as to associate the displayed information with the relevant contact 
whose contact information was utilized to formulate the query at block 424. 

Following the display of the information at block 430, the method 420 

then terminates at block 432. 

While the method 420 is described as being implemented by the client 
services module 26 of a client application 18 residing on the client machine, the 
blocks of the method 420 could be performed by the application server 40, 
utilizing information stored on the server database 34, to support an on-line 
PIM environment, such as that provided by Yahoo, Incorporated (e.g., the 
Yahoo! Contacts and Yahoo! Calendar services). The method 420 is furthermore 
not limited to a system wherein personal information is published from a 
publishing user to a receiving user, as described above, and could simply be 
utilized to supplement a local or on-line contact or calendar information 
maintained by a user. 

MpfhoHnlo ^v - Th» Tension of A udio and /or Image Data Within a Set of 
P.rsnnal Inform**™ PpmrHs Main tained hy a Pe rsonal Information Manager 

(PIM) 

Figure 31 is a flow chart illustrating a method 440, according to an 
exemplary embodiment of the present invention, of including audio and /or 
image data, within a set of personal information records, maintained within a 
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personal information manager (PIM) for a specific contact. Image data shall, 
for the purposes of the present specification, be understood to include data 
from which both a stored image (e.g., JPEG, GIF, TIFF or bitmap formatted 
data) can be reproduced or image data from which a moving or a video image 
can be reproduced (e.g., MPEG or quicklime formatted data). 

The method 440 commences at block 442 with the identification of a 
source for the digital audio or image data to be included within, or associated 
with, personal information for a contact. The relevant source may comprise a 
storage medium, such as a magnetic or optical diskette, a network location at 
which the relevant data is stored (e.g., an Internet location from which an 
image may be imported) or a recording device from which the information 
may be directly obtained (e.g., a digital camera, digital video camera or 
microphone coupled to a sound card). 

At block 444, the client services module 26 then operates to import the 
relevant audio and/or image data into the client application 18, where it is 
stored in a main memory, or temporary memory, associated with the client 
machine 12. At block 446, the client services module 26 associates the inputted 
audio and/or image data with a particular contact. To this end, the client 
services module identifies a particular contact as having been user selected, via 
the GUI 24, for association with the audio and/or image data. Accordingly, at 
block 446, the relevant audio and/or image data is included within, or 
associated with, the personal information record maintained by the client 
application 18 for the relevant contact within the local database. 

At block 448, the GUI 24 may optionally interpret and display the image 
information in association with further contact information regarding the 
contact. To this end, reference is made, for example, to Figure 9A, where a 
digital image 166 of the contact is included within the contact details panel 152 
within the main window 130 presented by the GUI 24. 

Referring to Figure 12, in one exemplary embodiment of the_ present 
invention, multiple sets of digital image information may be included within 
the personal information records of a particular contact. In this case, the 
viewing user may be presented with a mechanism, such as the advance and 
retreat buttons 220, by which the viewing user may select one of a number of 
images to be displayed in association with other contact information pertaining 

to the relevant contact. 

Where the audio and/image information pertains to a publishing user, 
in the context described above, this information may furthermore be included 
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within a sub-set of personal information that is published from the publishing 
user to a viewing user, in the form of a virtual card 78. 

Returning to the flow chart shown in Figure 31, at block 449, the GUI 24 
may optionally display a user-selectable audio request icon, via which a 
viewing user may request reproduction of the audio recording embodied 
within the stored audio information. An example of such an icon is shown in 
Figure 12 at 222. 

At block 450, responsive to user selection of the audio request icon 
displayed at block 449, the GUI 24 may then call and execute a sound 
reproducing program that reproduces the audio recording embodied within 
the stored digital audio information. 

The method 440 then ends at block 452. 

The above described method 440 of associating audio and/or image 
data with other personal information stored, for example, within the context of 
a PIM, is particularly advantageous in that it supplements the personal 
information in a personalized manner. By facilitating the association of digital 
image data with other personal information stored, for example, within the 
context of PIM, a visual reminder of the appearance of a contact can be 
provided. Furthermore, the stored audio data can provide a reminder, or 
information concerning the correct pronunciation, of a particular contacts 
name. This information is particularly useful in situations where a contact may 
not be seen on a regular basis, and a memory of the visual appearance may 
become faded within a user's memory. Furthermore, where the pronunciation 
of a particular contacts name is foreign to a particular user, the audio 
reproduction of a correct pronunciation of that name may be particularly 
useful. 

In an exemplary embodiment of the present invention, it is envisaged 
that the above described audio and/or image data may be included within a 
sub-set of personal information that is published, via the personal information 
publication system described above, from a publishing user to a receiving user. 
Within the context of the system illustrated in Figure 1, audio and/or image 
data may be stored within multiple records for a particular user within the blob 
table 114 illustrated as forming part of the database structure 90 shown in 
Figure 6. 

While the image data is described above as comprising, for example, a 
digital photograph of the face of a contact, it is envisaged that the digital image 
information could represent any other visual icon or picture associated with 
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the contact. For example, the logo of an organization or company that employs 
the contact could also be stored and reproduced as part of the personal 
information pertaining to the contact. The audio data may also, merely for 
example, include a audio greeting that a viewing user can invoke. 

Computer System 

Figure 32 is a block diagram providing a representation of a machine, in 
an exemplary form of a computer system 500, that may comprise the client 
machine 12, server machine within the server farm 16, or any one of a series of 
server machines implementing a web-based e-mail service. A set of 
instructions, for causing the computer system 500 to perform any one of the 
methodologies discussed above, may be executed within the computer system 
500. The computer system 500 includes a processor 502, a main memory 504 
and a static memory 506 that communicate with each other via a bus 508. The 
computer system 500 is further shown to include a video display unit 510 (e.g., 
a liquid crystal display (LCD) or a CTR). The computer system 500 also 
includes an alpha-numeric input device 512 (e.g., a keyboard), a cursor control 
device 514 (e.g., a mouse), a disk drive unit 516, a signal generation device 518 
(e.g., a speaker) and a network interface device 520. 

The disk drive 516 includes a machine-readable medium 522 on which is 
stored a set of instructions (i.e., software) 524 embodying any one or all of the 
methodologies for implementing the present invention. The software 524 may 
comprise the client application 18, or any of the modules that constitute the 
client application 18 and application server 40, a web server 42, a DBMS 44, a 
browser 20, or any other PIM 22 that embodies instructions for implementing 
any of the concepts of the present invention. 

The software 524 is also shown to reside, completely or at least partially, 
within the main memory 504 and/or within the processor 502. 

The software 524 may furthermore be transmitted and received by the 

network interface device 520. 

For the purposes of the present specification, the term "machine- 
readable medium" shall be taken to include any medium that is capable of 
storing and coding a sequence of instructions for execution by a machine, that 
causes the machine to perform any one of the methodologies of the present 
invention. The term "machine-readable medium" shall accordingly be taken to 
include, but not be limited to, solid-state memories, optical and magnetic disks 
and carrier wave signals. 
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As stated above, it is envisaged that the present invention could be 
implemented utilizing three paradigms. In a first paradigm, a single server 
database 34 stores all personal information that is managed by a user, and from 
which specified views are published to other users. In a second paradigm, a 
number of local databases 30 are maintained on a number of client machines, 
each of the local databases comprising a subset of a server database 34. In this 
second paradigm, the local databases 30 are periodically synchronized with the 
server database 34, in this way facilitating the publication of information from 
one local database 30 to another local database 30. A third paradigm obviates 
the need for the server database 30, and contemplates that information is 
published directly between local databases 30 over a network. 

The use of a local client application 18, which may for example comprise 
a PIM maintaining a local database 30, is advantageous in that it enables a user 
to look up information when the client machine 12 isoff-line, or not connected 
to the network 14. Further, by implementing the PIM as a local client 
application 18, as opposed to a web-based service, a more dynamic, responsive 
and complex user interface may be implemented. For these reasons, the second 
paradigm discussed above (i.e., having a number of local databases 30 that are 
synchronized with a server database 34) provides an attractive option in that it 
provides the advantages of a stand-alone client-based PIM with the 
synchronization and publishing features of a web-based service. 

Thus, a method and apparatus for publishing and synchronizing fields 
of personal information over a network have been described. Although the 
present invention has been described with reference to specific exemplary 
embodiments, it will be evident that various modifications and changes may be 
made to these embodiments without departing from the broader spirit and 
scope of the invention. Accordingly, the specification and drawings are to be 
regarded in an illustrative rather than a restrictive sense. 
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CLAIMS 

What is claimed is: 

1 . A method including: 

storing a set of fields of information concerning a publishing user; 

recording selection of a first subset of the fields of the information, the 
first subset being selected from the set of fields of the information 
concerning the publishing user; 

recording designation of the first subset to be published to a target user; 
and 

populating a data structure of the target user with the first subset of the 
fields of the information. 

2 The method of claim 1 wherein the data structure of the target user 
comprises a personal information data structure owned by the target user. 

3 The method of claim 2 wherein the personal information data structure 
is stored on a server system accessible by the target user via network. 

4 The method of claim 2 wherein the personal information data structure 
is stored on a computer system that is directly accessible by the target user. 

5 The method of ciaim 1 wherein the populating comprises 
communicating the first subset of the fields of the information, concenung the 
pubUshing user,to be stored for the target use asacopy of the firsj subset of 
the fields of the information. 



6 Themelhodofclaimlwhemnthepopulatogcomprisesco^onmnga 
copy of the first subset of the fields of the information concerning .the 
pubUshing user and stored for the targe, user, to the first subset of the fieldso 
L information to thereby synchronize the first subset and the copy of the firs, 
subset. 
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7. The method of claim 5 wherein the first subset of fields of the 
information is stored at a first client machine of the publishing user, and the 
copy of the first subset of the fields of the information stored for the target user 
is stored at a second client machine of the target user, the first and second client 
machines being coupled via a network. 

8 The method of claim 7 wherein the populating includes conforming a 
first copy of the subset of fields of the information stored for the publishing 
user on a server to the first subset of fields of the information is stored at a first 
client machine of the publishing user, conforming a second copy of the subset 
of fields of the information stored for the target user on the server to the first 
copy of the subset of fields of the information and conforming the copy of the 
first subset of the fields of the information stored for the target user on the 
second client machine to the second copy of the subset of fields of the 
information, the first and second client machines and the server being coupled 
via the network. 



9 The method of claim 5 wherein both the first subset of fields of the 
information stored for the publishing user and the copy of the first subset of 
the fields of the information stored for the target user are stored on a server 
machine accessible by respective first and second client machines of the 
pubUshing user and the target user via a network. 

10. The method of claim 1 including recording selection of a second subset 
of fields of the information, the second subset being selected from the set of 
fields of the information concerning the pubUshing user; recording designation 
of the second subset to be published to a further target user and, in accordance 
with the selection of the second subset to be published to the second target 
user, via the network, populating a data structure of the further target user 
with the second subset of the fields of the information. 

11. The method of claim 10 including recording designation of a default 
subset of fields of the information and automaticaUy including the default 
subset of fields in both the first and second subsets of fields of the information. 
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12. The method of claim 1 wherein the recording of the selection ot the first 
subset to be published to the target user includes presenting respective graphic 
representations of multiple subsets of the information to the publishing user on 
a display device, and recording user selection of a first graphic representation 
associated with the first subset. 

13. The method of claim 1 including, on a client machine associated with the 
publishing user, presenting a display of the first subset of fields in response 
user selection of a first indicia associated with the first subset. 

14. The method of claim 1 wherein the populating of the data structure of 
the target user with the first subset of fields occurs on a scheduled basis. 

15. The method of claim 1 wherein the populating of the data structure of 
the target user with the first subset of fields occurs upon user instruction. 

16. The method of claim 1 wherein the first subset of fields of the 
information includes graphic data. 

17. The method of claim 16 wherein the graphic data comprises a digital 
photograph of the publishing user. 

18. The method of claim 16 wherein the graphic data comprises a digital 
representation of a organizational logo of the organization with which the 
publishing user is associated. 

19. The method of claim 1 wherein the first subset of fields of the 
information includes audio data. 

20. The method of claim 19 wherein the audio data comprises a-digital 
recording of a pronouncement of a name of the publishing user. 

21. The method of claim 1 including retrieving further information relating 
to the publishing user via the network from a remote location and presenting 
the further information to the target user. 
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22 The method of claim 21 wherein the retrieving of the further information 
includes construction a query to a service provider and communication the 
query to the service provider via the network, the query including at least a 
portion of the first subset of the information concerning the publishing user. 

23. The method of claim 22 wherein the query includes an identifier to 
identify a referring entity to the service provider. 

24 The method of claim 21 wherein the further information comprises 
temperature information at a location associated with the publishing user. 

25 The method of claim 21 wherein the further information comprises local 
time information at a location associated with the publishing user. 

26 The method of claim 21 wherein the further information comprises stock 
price information for an organization with which the publishing user is 

associated. 

27 The method of claim 21 wherein the further information comprises 
personal information that facilitates a transaction between the target user and 

the service provider. 

28 The method of claim 27 wherein the transaction is for the supply of an 
item or service to the publishing user, and the further information includes at 

least contact information- 

29 The method of claim 1 including displaying, on a client machtae 
associated with me target user, the copy of the first subset of 
information concerning me publishing user in a manner to rndrcate mat the 
displayed information is published from the publishing user and is not 
modifiable by the target user. 

30 Tl.ememodofdai m 5mdudmgdU P laymg,onmecUent™chine 
associated with the Urge, user, the copy of the firs, subset of fie ds , of p.rsona. 
information concerning the publishing user and a further subset of £Ur of 
personal information concerning the publishing user, wherem the further 
subset of fields of personal information is stored for the target user and k 
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obtained from a source other than the publishing user. 

31. The method of claim 5 wherein the copy of first subset of fields is 
displayed in a visually distinct manner from a further subset of fields on a 
client machine associated with the target user. 

32. The method of claim 5 including maintaining a history log of 
modifications to the copy of the first subset of fields of personal information 
concerning the publishing user, the modification having been made to bring 
the copy of the first subset of fields, stored for the target user into conformance 
with the first subset of fields stored for the publishing user. 



33. The method of claim 5 including providing an update message, on a 
client machine associated with the target user, to the target user detailing a 
modification made to the copy of the first subset of fields, the modification 
having been made to bring the copy of the first subset of fields stored for the 
target user for the into conformance with the first subset of fields stored for the 
publishing user. 

34. The method of claim 33 including recording designation of filter 
parameters, applicable to the update message, by the target user to be applied 
when providing the update message to the target user. 



35. A method including: 

storing a set of fields of personal information concerning a publishing 
user; 

recording designation of multiple, varying subsets of the personal 
information as constituting multiple categories of personal information; 

recording designation of publication of at least one of the multiple 
categories of personal information to each of multiple target users; and 

via a network, populating a respective data structure of each of the 

-59- 



WO 00/67105 



PCT/US00/12233 



target users with a designated at least one of the multiple categories of 
personal information. 

36. The method of claim 35 wherein the populating includes conforming 
personal information concerning the publishing user, maintained for each of 
the multiple target users, in accordance with the designated at least one of the 
multiple categories of personal information. 

37. A method including: 

storing a set of fields of personal information concerning a publisher; 

constructing a plurality of virtual personal information cards, each 
virtual personal information card comprising* subset of the fields of 
personal information concerning the publisher; and 



recorc 



rding a selection of the virtual personal information cards, from the 
plurality of virtual personal information cards, for publication to the 
multiple recipients. 

38. A system including: 

a data structure to store a set of fields of information concerning a 
publishing user; and 

a publisher to record selection of a first subset of the fields of the 
information, the first subset being selected from the set of fields of the 
information concerning the publishing user, to record designation of the 
first subset to be published to a target user; and to communicate the first 
subset to populate a data structure of the target user with the first subset 
of the fields of the information. 

39. The system of claim 38 wherein the data structure of the target user 
comprises a personal information data structure owned by the target user. 

40. The system of claim 39 wherein the personal.information data structure 
is stored on a server system accessible by the target user via network. 
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41 . The system of claim 39 wherein the personal information data structure 
is stored on a computer system that is directly accessible by the target user. 

42. The system of claim 38 wherein the publisher communicates the first 
subset of the fields of the information, concerning the publishing user, to be 
stored for the target use as a copy of the first subset of the fields of the 
information. 

43. The system of claim 38 wherein the populating comprises conforming a 
copy of the first subset of the fields of the information, concerning the 
publishing user and stored for the target user, to the first subset of the fields of 
the information. 

44. The system of claim 38 wherein the first subset of fields of the 
information includes graphic data. 

45. The system of claim 38 wherein the first subset of fields of the 
information includes audio data. 

46. The system of claim 38 wherein the publisher is to display, on a client 
machine associated with the target user, the copy of the first subset of fields of 
the information concerning the publishing user in a manner to indicate that the 
displayed information is published from the publishing user and is not 
modifiable by the target user. 

47. A system comprising: 

a database to store a set of fields of personal information concerning a 
publishing user; 

a publisher to record designation of multiple, varying subsets of the 
personal information as constituting multiple categories of personal 
information to record designation of publication of at least one of the 
multiple categories of personal information to each of multiple target 
users; and, via a network, to communicate tq.at least one of the multiple 
categories to each of the multiple targets , each of the multiple targets to 
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populate a respective data structure with a designated at least one 
multiple categories of personal information. 



A system including: 

a database to store a set of fields of personal information concerning a 
publisher; 

a publication application to construct a plurality of virtual personal 
information cards, each virtual personal information card comprising a 
subset of the fields of personal information concerning the publisher, 
and to record a selection of virtual personal information cards, from the 
plurality of virtual personal information cards, for publication to the 
multiple recipients. 

A system including: 

first means for storing a set of fields of information concerning a 
publishing user; and 

second means for recording selection of a first subset of the fields of the 
information, the first subset being selected from the set of fields of the 
information concerning the publishing user, and to record designation 
of the first subset to be published to the target user; and 

third means.for communicating the first subset to populate a data 
structure of the target user with the first subset of the fields of the 
information. 

A system including: 
a network; 

a first computer system, coupled to the network and associated with a 
publishing user, to store a set of fields of information concerning the 
publishing user; to record selection of a first subset of the fields of the 
information, the first subset being selected from the set of fields of the 
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information concerning the publishing user; to record designation of the 
first subset to be published to the target user; and to communicate the 
first subset of the fields if the information via the network; and 

a second computer system, coupled to the network and associated with 
the target user, to receive the first subset of the fields of the information 
and to populate a data structure of the target user with the first subset of 
the fields of the information. 

51 The system of claim 50 including a third computer system, coupled to 
the network, to receive the first subset from the first computer system, to 

update a first copy of the subset owned by the publishing user and maintained 
at the third computer system, to conform a third copy of the subset owned by 
the target user and by maintained at the third computer system, and to 
conform a fourth copy of the subset maintained at the second computer system 
via the network. 



52. A machine-readable medium storing a sequence of instructions 
that, when executed by a machine, cause the machine to: 

store a set of fields of information concerning a publishing user; 

record selection of a first subset of the fields of the information, the first 
subset being selected from the set of fields of the information concerning 
the publishing user; 

record designation of the first subset to be published to the target user; 
and 

communicate the first subset so as to facilitate population of a data 
structure of the target user with the first subset of the fields of the 
information. 
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Privacy Control 



D You've Just added new Mobile Phone Number to your own Information. 
Please choose the cards to which this field Is to be attached: 




2& 



Privacv Control - New Card 



Choose a card template. The template holds the set of fields to be in the card 
for the first time. 



Public Regular Extended 



0< Cancel 



Privacv Control - New Card 




Card Name: 



LBIank 



Description: I [Click here to add a card description] 



CancsJ 
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METHOD - CARD 
PUBLICATION- 



$00 



PUBLISHING USER IDENTIFIES CARD (E.G.. 
CATEGORIES OF "MY* PERSONAL 
INFORMATION) TO BE PUBLISHED TO TARGET 
USER 



MODIFY LOCAL DATABASE TO INDICATE 
PERMISSIONS BASED ON PUBLISHED CARD 



30Z 



SYNC ENGINE OF PUBLISHING USER 
SYNCHRONIZES LOCAL DATABASE OF 
PUBLISHING USER WITH SERVER DATABASE 
USING SEQUENCE NUMBERS (OF LOCAL 
DATABASE) 



MODIFY SERVER DATABASE TO INDICATE 
PERMISSIONS BASED ON PUBLISHED CARD 



3<or 



SYNC ENGINE OF TARGET USER 
SYNCHRONIZES LOCAL DATABASE OF 
PUBLISHING USER WITH SERVER DATABASE 
USING SEQUENCE NUMBERS (OF SERVER 
DATABASE) 



7/0 



TARGET USER VIEWS PUBLISHED CARD (I.E.. 

CATEGORIES OF *MY* PERSONAL 
INFORMATION) OF PUBLISHING USER VIA GUI 



( end y ^?/4 
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GUI: MESSAGES 



Incoming Messages 




* — | 

Jennifer has changed her mobile phone number. 



Old number 11 -408-83842551 
New: 1-408-8068898 




Icon behaves same as on tab title, 



Incoming Messages 




Icons are active while 
messages are still 
pending (havent been 
read yet). 

Inactive while out of 
messages. 



Opens the Contact 
details window. 



Decremented counter. 
Reflects the number of 
yet pending messages. 



Click sorts by 
ascending/Descending 
order (Toggled arrow). 



Log of al) Contact updates 
messages. Scrolled. 
New messages are in 
bold. 

Pressed, Toggle 
button. 



Jumps the history 
selected row to the next 
new update message. 
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Incoming Messages 



HEEI 




4 :*c 



This user added you to his contact list 



E-mail: gyalianetinto uch.com 
Home number: 786493642 
Address: 303 twin dolphin drive. Suite 600. 
Redwood city, CA 94065. 




Incoming Messages 



3& 




^ ^ A match was found. Your contact Eyal Cisco was found in ||| 
NetinTouch servers by its e-mail. 



E-mail: ^^n*>Hntoueh.com 
Home number: 786493642 
Address: 303 twin dolphin drive. Suite 600. 



Redwood city, CA 94065. 



Is 
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Incoming Messages - 




Incoming Messages 
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METHOD • DISPLAY OF 
OTHER'S INFORMATION 



3& 



RECEIVE VIEWING USER IDENTIFICATION OF 
TARGET USER FOR INFORMATION DISPLAY 
VIA GUI OF CLIENT APPLICATION 


1 


f ■ 


" CLIENTS SERVICES ACCESS CATEGORIES 
TABLE TO IDENTIFY PUBLICATION 
PERMISSIONS (I.E.. CARD PUBLISHED BY 
TARGET USER TO VIEWING USER) FOR 
CATEGORIES 


\ 


r 



3£Z 



SUI DISPLAYS CAieuumco vr 
INFORMATION THAT HAVE BEEN PUBLISHED 

BY TARGET USER IN VISUALLY DISTINCT 
MANNER TO INDICATE THESE CATEGORIES 
ARE NOT MODIFIABLE BY THE VIEWING USER 



3& 



GUI DISPLAYS UNPUBLISHED CATEGORIES OF 
TARGET USER INFORMATION THAT HAVE NOT 
BEEN PUBLISHED BY TARGET USER IN 
VISUALLY DISTINCT MANNER TO INDICATE 
THESE CATEGORIES ARE MODIFIABLE BY THE 
VIEWING USER 



q end 3 TO 
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3fr 



DETECT USER SELECTION/INPUT OF HISTORY 
REQUEST FOR PERSONAL FOR PERSONAL 
INFORMATION FIELD OF CONTACT 


r } 


r 


ACCESS UPDATES TABLE IN LOCAL 
DATABASE TO IDENTIFY MOST RECENT 
UPDATE FOR RELEVANT FIELD ; 






RETRIEVE RECORD AND ADD TO UPDATES 
LIST 




f 



YES 
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APPLICATION SERVER DETERMINES 
CURRENT DATE 



APPLICATION SERVER IDENTIFIES START AND 
END DATES CORRESPONDING TO CURRENT 
DATE (PERIODS .DATES TABLE) 



|-YES- 



APPLICATION SERVER 
PUBLISHES RECORD 
WITH START DATE « 
CURRENT DATE 



4 Oi 
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CLIENT SERVICES MODULE EXAMINES 
PERSONAL INFORMATION OF CONTACT TO 
DETERMINE QUERY CONTENT 



CLIENT SERVICES MODULE FORMULATES AND 
ISSUES QUERY TO ON-LINE INFORMATION 
SERVICE 



CLIENT SERVICES MODULE RECEIVES 
INFORMATION FROM ON-LINE INFORMATION 
SERVICE 



422 



CLIENT SERVICES MODULE GENERATES 
DISPLAY DATA 



QUI DISPLAYS DISPLAY DATA IN ASSOCIATION 
WITH OTHER CONTACT INFORMATION 



4 7Z 
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IDENTIFY DIGITAL AUDIO/IMAGE SOURCE 
(E.G.. DISK, NETWORK LOCATION. 
RECORDING DEVICE) 



CLIENT SERVICES MODULE IMPORTS AUDIO/ 
IMAGE DATA INTO PIM 



GUI DISPLAYS IMAGE DATA IN ASSOCIATION 
WITH FURTHER PERSONAL INFORMATION 
REGARDING CONTACT 



GUI DISPLAYS USER-SELECTABLE AUDIO 
REQUEST ICON 



GUI INVOKES APPLICATION FOR 
REPRODUCING AUDIO RECORDING FROM 
DIGITAL AUDIO DATA ON REQUEST FROM 
USER 



4 ro 
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STATIC MEMORY 



NETWORK 
INTERFACE 
DEVICE 




VIDEO 
DISPLAY 



ALPHA-NUMERIC 
INPUT 
DEVICE 



CURSOR CONTROL 
DEVICE 



DRIVE UNIT 



MACHINE-READAB 
MEDIUM 




INSTRUCTION 



)a$ — ^ 



SIGNAL GENERATION 
DEVICE 
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